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EU-U.S. Data Privacy Framework (EU-U.S. DPF)[footnoteRef:2] [2:  For further information on the obligations of organizations / companies certified under the EU – U.S. DPF, please refer to the Commission Implementing Decision EU 2023/1795 of 10 July 2023 pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council on the adequate level of protection of personal data under the EU-U.S. Data Privacy Framework at the following link : https://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32023D1795] 

Complaint Form for submitting commercial-related complaints to Data Protection Authorities (DPAs) in the European Economic Area (EEA)

	Under the Data Privacy Framework (DPF), you have the right to submit a complaint if you believe that a U.S. company[footnoteRef:3] has failed to comply with the DPF principles[footnoteRef:4] when handling your personal data that was transferred from the EEA to that company under the DPF. [3:  The list of organisations or companies certified under the EU-U.S. DPF is available in the Data Privacy Framework Program website under the following link: https://www.dataprivacyframework.gov/list]  [4:  The DPF relies on commitments taken by companies in the U.S. to respect its principles, rules and obligations related to the processing of personal data. More information can be found here: https://www.dataprivacyframework.gov/program-articles/Participation-Requirements-Data-Privacy-Framework-(DPF)-Principles] 

You are encouraged to first contact the company concerned and raise your complaint directly with them. The company must reply within 45 calendar days. However, you may also submit a complaint directly to the CNPD at any time, even if you have not contacted the company first.
For more information about your rights under the DPF and how DPF complaints are handled, you can consult the EDPB FAQ for individuals[footnoteRef:5]. [5:  https://www.edpb.europa.eu/our-work-tools/our-documents/other-guidance/eu-us-data-privacy-framework-faq-european-individuals-0_en] 

This complaint form is not suitable in the following situations:
 If your complaint concerns access to your personal data by U.S. national security authorities. In that case, please use the dedicated form which can be found on the CNPD website.
 If your complaint relates to transfers of personal data from the EU/EEA to the U.S. that occurred before 10 July 2023.
 If your complaint concerns an alleged violation of the GDPR by a company that is not related to the DPF Principles.




To facilitate the handling of your complaint, you should provide your DPA with the following information.
1. Personal information
a) Name or any other identifier used by the U.S. company to identify you, such as username (mandatory when the request relates to the right of access)[footnoteRef:6] [6:  If your complaint concerns your right of access to your personal data, providing this information is necessary since otherwise the U.S. company will not know which user has lodged the complaint and hence will not be able to identify and therefore to handle the case. Additional information might also be asked by Data Protection Authorities to ensure the proper verification of this information (authentication).
] 

	 
 


b) Preferred contact method (i.e. phone number, e-mail address, mailing address)
	  


c) Full name (for contact purposes)
	


2. If known, please provide the name and contact information of the company in the EEA that has transferred your data to the U.S.
	 
 
 
 
 


3. To the extent possible, please explain why you believe (or know) that your personal data was transferred under the DPF. For example, this information may be indicated in the privacy notice of the EEA-based company processing your personal data.
	 
 
 
 
 


4. If known, please provide the details (e.g. name and address) of the DPF-certified company in the U.S. to which your personal data was transferred.
	 
 
 
 
 


5. Please explain why you believe that the DPF-certified company has infringed the Data Privacy Framework. If possible, please indicate which DPF principles [footnoteRef:7]  you consider to be violated. [7:   https://www.dataprivacyframework.gov/program-articles/Participation-Requirements-Data-Privacy-Framework-(DPF)-Principles
] 

	  
 
 
 
 
 


6. If you seek information about the processing of your personal data by the DPF-certified company, or a remedy for an alleged failure by the company to comply with the DPF, please provide as much detail as possible about the specific information or remedy you are requesting.
	 
 
 
 
 
 


7. Have you already attempted to resolve this matter by contacting the relevant DPF-certified company(ies) directly?[footnoteRef:8] If yes, what was the outcome? Please provide the previous correspondence in that matter. [8:  Please note that in most cases, it would be advisable that your first contact the DPF company to attempt to resolve your case. Your national EEA DPA can help you do so.] 

	  
 
 
 
 
 


8. What other steps have you taken to obtain the requested information or remedy, and what response, if any, have you received?
	  
 
 
 
 
 
 


 	  
  	 

 
Information on the processing of personal data provided in this complaint form
Who will process my personal data provided in this form and how is it protected?
When you submit a complaint using this form, the CNPD acts as the data controller for the personal data you provide. Your personal data will be processed by the CNPD in the performance of its tasks carried out in the public interest in accordance with Article 6(1)(e) of the Regulation 2016/679/EU of the European Parliament and of the Council of 27 April 2016 on the protection of natural persons with regard to the processing of personal data and on the free movement of such data, and repealing Directive 95/46/EC (hereinafter “GDPR”), with particular reference to the task referred to in Article 57(1)(a),(f) and (g).
Where the “Informal Panel of EU DPAs” is competent[footnoteRef:9], your personal data will be shared with the EU DPAs participating in that panel. European data protection law applies to the processing of your personal data by all EU DPAs involved and personal data will be stored for the time necessary to process the complaint and in accordance with applicable Member state law [see information notice of each Data Protection Authority]. [9:  The ‘Informal Panel of EU DPAs’ is a group of Data Protection Authorities from EU Member States that has been established to handle complaints concerning the transfer of human resources personal data from an EU-based entity to a company certified under the EU-U.S. Data Privacy Framework, or where the U.S. company has voluntarily committed to cooperate with the EU DPAs. See Commission Implementing Decision of 10.7.2023 pursuant to Regulation (EU) 2016/679 of the European Parliament and of the Council on the adequate level of protection of personal data under the EU-U.S. Data Privacy Framework, Recital 75.] 

You may exercise your rights of access, rectification, erasure, restriction of processing, or objection (Articles 15 -22 of the GDPR) by contacting, in particular, the DPA you lodged the complaint with. In accordance with European data protection law the DPAs will process your personal data exclusively for the purpose of handling your complaint. Access to your data is restricted and limited to authorised personnel within the relevant DPA.
For more information on how the CNPD processes your data provided through the complaint form, please consult the information notice available on the CNPD website.[footnoteRef:10] [10:  https://cnpd.public.lu/fr/support/protection-des-donnees.html] 

Will my personal data be transferred to companies in the U.S. or to U.S. authorities?
When possible, your complaint will be handled without disclosing your personal data to the concerned DPF company or to the U.S. authorities, in compliance with the principle of data minimization.
However, the handling of your complaint may require the transfer of certain personal data to the concerned U.S. company and/or to relevant U.S. authorities, such as the U.S. Department of Commerce (DoC), the U.S. Federal Trade Commission (FTC), the U.S. Federal Transportation Authority (FTA). The personal data transferred may include your name, any other identifier you used when communicating with the U.S. company, or any other personal information that has been processed by the U.S. company and is part of your complaint.
If a transfer of your personal data is necessary to handle your complaint, you will be informed before the transfer and given the opportunity to decide whether you wish to proceed.
The outcome of the complaint procedure may be published, if appropriate. In such cases, your personal data will not be disclosed.
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