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• Articles to comply with are not always detailed

• EDPB guidelines are numerous and difficult to reconcile

1. GDPR compliance is difficult to evidence

• Firms typically want to have assurance that critical personal data processing activities 
are being administered to a heightened degree

2. Not all processing activities warrant the same degree of scrutiny

• Several certifications on the market are available, but the GDPR-CARPA is the only 
one to have been issued by a data protection authority

3. Transparency and compliance with the GDPR can be enhanced

Introduction: the need for certification

 In short: Article 42 of the GDPR encourages the establishment of certification 

mechanisms.
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Governance
Awareness of 

Data Protection

Compliance 
requirements 

where acting as 
a Controller

Compliance 
requirements 

where acting as 
a Processor

…
Simplified GDPR action plan

 Controllers: Demonstrate controller / 
processor obligations

Evidencing accountability

 Internal tracker files can be reconciled to GDPR-CARPA criteria to evidence 

accountability
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Step 2: Categorise 
the processing 
activity

Step 3: Determine 
the applicability of 
GDPR-CARPA 
criteria

• GDPR-CARPA assesses compliance per processing activity

Step 4: Apply the 
applicable 
evaluation criteria 
to the processing 
activity

Across the 

whole 

personal data 

lifecycle

Evidencing accountability: determining the scope

Source: CNPD, 2022

Step 1: Assess 
which processing 
activities warrant 
certification

Business decision

Processing activities 

critical for going concern

Mature (optimized) 

processing activities that 

satisfy the GDPR-CARPA 

criteria

Source: CNPD, 2018 Source: CNPD, 2022
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Evidencing accountability: preparatory steps

0

1

2

3

4

5
1 - ACCOUNTABILITY / GOVERNANCE

1.1 - Policies and procedures
1.2 - Register of processing activities

1.3 - Data subject rights

1.4 - DPO

1.5 - Data breach

2 - LAWFULNESS  AND  TRANSPARENCY…

2.1 - Lawfulness

2.2 - Transparency

2.3 - Transfer of personal data to third…

3 - PURPOSE  LIMITATION
4 - DATA  MINIMISATION

5 - ACCURACY
6 - STORAGE LIMITATION

7 - INTEGRITY,  AVAILABILITY  AND…

8 - PRIVACY  BY  DESIGN  AND  BY…

9 - OUTSOURCING

10 - PRINCIPLES  RELATING  TO…

10.1 - Contracts with controller

10.2 - Subcontracting

10.3 - Security

10.4 - Exercise of rights of data subject

10.5 - Transfer of personal data to third…
10.6 - End of the provision of services…

Compliance

Score Reference score

 Demonstrate 
compliance with data 
protection 
requirements

0 1 2 3 4 5

1 - ACCOUNTABILITY / GOVERNANCE
1.1 - Policies and procedures

1.2 - Register of processing activities
1.3 - Data subject rights

1.4 - DPO
1.5 - Data breach

2 - LAWFULNESS  AND…
2.1 - Lawfulness

2.2 - Transparency
2.3 - Transfer of personal data to third…

3 - PURPOSE  LIMITATION
4 - DATA  MINIMISATION

5 - ACCURACY
6 - STORAGE LIMITATION

7 - INTEGRITY,  AVAILABILITY  AND…
8 - PRIVACY  BY  DESIGN  AND  BY…

9 - OUTSOURCING
10 - PRINCIPLES  RELATING  TO…

10.1 - Contracts with controller
10.2 - Subcontracting

10.3 - Security
10.4 - Exercise of rights of data subject
10.5 - Transfer of personal data to third…

10.6 - End of the provision of services…

• Management reporting metrics can convey level of compliance per processing activity

Source: Luxgap sàrl, 2021

Source: CNPD, 2022
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Ongoing assurance exercise

Level 5: Optimised

Level 4: Quantitatively 
Managed

Level 3: Defined

Level 2: Managed

Level 1: Initial

Per 

processing 

activity

A GDPR-CARPA certificate could be renewed for up to 3 

years, subject to:

 Annual ISAE 3000 engagements

 An unqualified audit opinion (clean report) in each instance

Note: GDPR certificate could be suspended, reduced, 

terminated or withdrawn.

Source: Capability Maturity Model Integration
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The advantages of the GDPR-CARPA certification

Common to other 

personal data 

protection certifications

Unique to GDPR-

CARPA

Fully covers the GDPR  

Distinguishes between 

Processor and Controller
 

Proportionate – high risk / 

robust controls
 

Allows certification for 

specific processing 

activities (focused scope)

 

Provides controls for 

parts of the GDPR where 

limited guidelines exist

 

Scalable (tailored)  
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Certification created by a competent authority (CNPD) and assessed 
by CNPD-approved certification bodies subject to onsite inspections

Based on the GDPR, from the ground up

Considers how specific “processing activities” are governed and 
administered

Unique attributes of the GDPR-CARPA certification



©2022 Grant Thornton Luxembourg. All rights reserved.

Eligible institutions and companies

Public administrations can 
benefit (not limited to the 

financial sector)

Anyone can use it as a 
benchmark for best 

practice, independent of 
size

Even associations 
representing bodies can 

use it as an internal 
benchmarking tool for 

members

For companies that have 
done the work, the 

GDPR-CARPA gives you 
the credit

The CARPA certifies 
critical processing 

activities for companies 
where personal data is 
crucial to their business 

model
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3rd line

•Assurance Mandates

1st line

• The Business 

2nd line

•DPO 

•Control functions

Aligning with GDPR-CARPA Certification with GDPR-CARPA

“Doer” “Reviewer” (*)

External assurance  by a 

Réviseur d’Entreprises

GDPR-CARPA 
ISAE 3000

Credibil ity and 
Security

Description of 
Data

External Stamp 
of approval

Knowledge of 
Controls

Breach 
notifications

Full knowledge 
of processing 

activities

The ISAE 3000 certification

ISAE 3000 

report 

paired to 

GDPR-

CARPA

(*) Can be internal to the firm or outsourced to a third party
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Questions & feedback
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