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Introduction: the need for certification

» In short: Article 42 of the GDPR encourages the establishment of certification
mechanisms.

el 1. GDPR compliance is difficult to evidence

* Articles to comply with are not always detailed
* EDPB guidelines are numerous and difficult to reconcile

2. Not all processing activities warrant the same degree of scrutiny

* Firms typically want to have assurance that critical personal data processing activities
are being administered to a heightened degree

3. Transparency and compliance with the GDPR can be enhanced

 Several certifications on the market are available, but the GDPR-CARPA is the only
one to have been issued by a data protection authority
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Evidencing accountability

>

Internal tracker files can be reconciled to GDPR-CARPA criteriato evidence

accountability

(

J

GDPR compliance criteria for Client

Gavemance

Main GDPR requirements
(CLIENT shail have 3 cata protecion strategy

Required/Strongly Recommended activitie

Prapars 2 Data Protection Policy (strongly rscommanded)

[CUENT shall ensure thal dala proleclion Is taken info acoount
3t e Baara of Directors lev

Have Data Proteclion Policy validaled by the Board of Direcors|

[CUENT b data s by
a2sign ana detaut

Have a Privacy i (strongly

Person in charge of data proleckion

Ciient shall nominale eimer.
an official Data Protection Oficer (DPO) ('), of
- a Data Prolection Respansible (PR

(") Where a DPO Is nominated this party should be
cal Supensary Authority

inciude a detailed description of he DPOIDPR dulies in the.
Data Protection Policy (strongly recammended)

Chient shall ensure invovement of he DPOIDPR in all 6ata
I

Inciude a detailed descripbon of the DPOIDPR dulies in the,
Data Protection Policy {strongly

Awareness on data protachion

sessions 1o

Role of controller and processor — Relaled responsibiliies

GDPR compliancs of Client 5 conroller

Chient shall identiy its roles of conlroller or procassor in all
ersonal data processing actidlies

[Establish 3 Records of Processing Adilies (RPAJAL 30)
aften

Chient as conlraller shall commé lo GDPR comphiance.

Insert a data pratediion causa into Engagement Latiers (EL)
and, whare agplicable, General Terms and Conditions (GTC)
outining compiiance of Clisnt as per GDPR Ait24

Ensure processing by 3 processor is governed by a contract
or oher egal act as per GDPR A28 (Data Processing
reement’)

GDPR compliance of CIent 35 processor

[CLIENT 35 ProCes 8015ub-processor Shall commil o GOPR

e

compliance io their clients

Wmnhancl of GUENT 35 par GOPR A28

Subconiracting

Legitimacy of dats processing actviies

[CLIENT (as coniroller or processor]

Cansent

personal data on its benal comply wilh GDPR obligations.

(CLIENT shall have 2 Iegal basiz azsociated 1o each data
actit

(CLIENT (3= coniroller) shall analyzs whether GOPR consent
s required as part of s procsssing actties

Client (2= coniroller) shall analyss whether coonies are used
on its website. In this case, a GDPR compiiant cookia notice
(cookies banner) Is required.

for conbracis signed

netors 25 May 2018
Ensuu um coniracts sioned afer 25 Way 2018 coriain a data
i

o
pErGDPﬁm 2

[Ensure refiected in in RPA and Privacy Statement (where
applicatle)

Ensure the ‘Cookies banner allow Users 10 express 2 valld
consant as per GDPR A4 and EDPB Guidelines on valid

icable)

Férsonal Gata retention penods.

[CLIENT (a5 conroller) Shall N0l proces s personal Gata for
longer than required

[d#iify Gala Fetenton PEniods apPRCADIE 10 B3Ch PIOCESSING
actwty.

integrate wil (strongly

[Have a Data Relenlion Palicy in place (sirongly

N Sl

v Controllers: Demonstrate controller/
processor obligations

appiications and o halding
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Awareness of
Data Protection

Main GDPR com}. "ance priorities for B

Governance

Governance

Governance

Governance

fw areness on data protection

P areness on data protection

Fale of contraller and processer - Felated responsibilities

Compliance
requirements
where acting as
a Controller

Section from GDPR-CARPA Criteria

Section 1.1 Accountabiliy

Section 2.5 & Processing of special categories of persona

Section Z.a, 1413: Right of Access and Portability
Section 2.c. #2: Data Minimisation

Section 2.d. WE: Accuracy of the data source ! Data up-to;
Section 2.d.3M: Right of rectification | Right of restrictior
ection 2.e. W2: Retention periods and right of erasuie

n 11 Accountability

Sectior untability

-

Section 1.2 Revizw of palicies and pracedures
Section 1.2 Review of policies and procedures

Section 1.12: Data Breach

Section 1.13: Data Breach Natification
Section 1.8 DPO Designation
Section 111 DPO Tasks

Section 1.12: Data Breach

Section 1.13: Data Breach Natification
Section 1.8 DPO Designation
Section 111 DPO Tasks

Section 1.3: Management of the record of processing activites
Siection 14: Management of the record of processing activites

Section 1.5: Content [FoPd)
Seotion 16: Content (RoPA)

Section 2. 2.T: [dentification of avalid legal basis

Compliance
requirements
where acting as
a Processor

Main GDPR requirements

“where propanionate in relation to processing activities the contraller
shallinclude the implementation of appropriate dats protection

palicies.

B shall ensure that data pratection is taken into sccount at the

Eard of Directors level

“where proportionate in relation to processing activities the cantraller
shallinclude the implementation of appropriate data protection

policies

“where propanionate in relation to processing activities the contraller
shallinclude the implementation of appropriate data protection

pO|ID\ES

B

employees

B shall erisure an cngeing high leusl of swareness on dats
emplayess

pratection among B

B shallidentify ts rales of cantisller or processar in all personal

«data processing activities

reviews, on a regular basis and at least annually, the.
wopetational effectiveness of its dats protection governance policies
and procedures and adapts them accordingly.

* shall1zise aw areness on data protection among B
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Evidencing accountability: determining the scope

Across the

« GDPR-CARPA assesses compliance per processing activity whole

personal data
lifecycle

Step 2: Categorise
the processing

Step 3: Determine Step 4: Apply the

the applicability of applicable

GDPR-CARPA evaluation criteria

criteria to the processing
activity

Step 1: Assess
which processing
activities warrant
certification

activity

Processing Role Level 1 Level 2 Level3 Level 41T
activity (as per Organisation ~ Circumstances/  functional infrastructure

Target of evaluation Subject: Criteria for controllers Criteria for processors

Business decision

the register| purpose application Policies and procedures Ref. Page Title Ref. Page Title

Record of processing activities Targetof Evaluation 10 9 Definition of the targetof 10 9 Definition of the target of

Controller ~ Financial HR department  SAP-HR Windows  server evaluation evaluation
Processing activities nittion fom, Orzle DB EERE T O B o |czmery,
" . PO srocedures
critical for going concern Cotoler Fdal Mg O Ol soione R N e
v Data breaches
ngtitution SAAS $3 10 Reviewandupdatecf 11 10  Reviewand updatef
.. Data protection awareness & competencies - policies and procedures 7 policies and procedures
Mature (optimized) AML/KYC Controller Financial ~ Compliance  WorldCheck  Cloud ~ solution- M 1 Recordof processing b5 11 Recordof processing
processing aCtiVitieS that institution et elationsh | vl SAAS Section II: Principles relating to processing of Section I1I: Principles relating to processing of activities sctivities activities
- ) personal data (controller) personal data (processor) I L [y i (o —
S atlsfy the GDPR-CARPA Managers g'l‘;e ;’"'5 - Lawfulness & transparency of processing activities Contract(s) between p&c/ between sub-p & - ST - of processing activities
C I’Itel’la Purpase limitation Security k8 13 Facilitate the exercise of 19 14 Facilitate the exercise of data
data subjects’ rights subjects’ rights

Data minimisation Subcontracting

Accuracy Transfer of pers. data to 3% countries (when appl.)
Source: CNPD, 2018

Source: CNPD, 2022
Storage limitation End of the provisian of services

Integrity, availability and confidentiality
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Evidencing accountability: preparatory steps

« Management reporting metrics can convey level of compliance per processing activity

CNPD
GOPR -
Version 1.0

MAPPING OF GDPR-CARPA CERTIFICATION CRITERIA

The below mapping table serves as a reference table to demonstrate GDPR-CARPA Certification Criteria meet
the mandatory compliance aspects.

GOPR-CARPA Crteria

I
gl

(TR PP TSP RPN section i - Liwfulness - Processing based on
legitimate interest

Principles of data processing pursuant to Article 5,

i
|

Section Il - Transparency.
Section | - Data Subject Rights

Data subjects’ rights pursuant to Articles 1223,

|
i

Section il - Exercise of rights of data subject

Obligation to notiy data breaches pursuant to artice (s I Tt T

o Section 1~ Data breach

Lo E e L T D TRl Section Il — Privacy by design and by default

a 25,

L e T LT UEY  Section | — DPO — Competences

35(7)(d) has been conducted, f sppiicable, AR,

[PPSR section i~ integity and confdentialty ~Secuity
& Section 11l - Security

:
:

Source: CNPD, 2022

v’ Demonstrate
compliance with data

protection
requirements

Section/Subsection

Section I: ACCOUNTABILITY CRITERIA

Reference score

Policies and procedures 5.00
Accountability
Review of policies and procedures
Register of processing activities 5.00
of the record
of the record (Processor)
Content
Content (Processor)
Data subject rights 5.00
Data subjects rights
DPO 500
Designation
Competences
Position
Tasks
Data breach 5.00

Data breach

Notification towards the controller (Processor)

” et iss et Mgt

(Thess masseras mease:

o0 an e B

112 i ot i 14 el i
e rocsa o processng sctues:
o mpers v
[ P p—
i braach e,

©2022 Grant Thornton Luxembourg. All rightsreserved.

e
rocodrs s 60 estuction ar rviemol

Source: Luxgap sarl, 2021

1-

10.6 - End of the provision

10.4 - Exercise of rights of data subject

10.5 - Transfer of personal data to third

B
4

Compliance
ACCOUNTABILITY / GOVERNANCE

of service; 1 - Policies and procedures

~Register of processing activities

: . 3- Data subject rights
‘ .A-DPOI ’
\w:é‘. 15 Osabresen

= \w’ 21 - Lawfulness
b

2- LAWFULNESS AND TRANSPARENCY...

%
‘ ' 2.2 - Transparency

.3 - Transfer of personal data to third...

- PURPOSE LIMITATION
T- DATA MINIMISATION
5- ACCURACY

1- ACCOUNTABILITY / GOVERNANCE
1.1 - Policies and procedures
1.2 - Register of processing activities
1.3 - Data subject rights
14 -DPO
15 - Data breach
2 - LAWFULNESS AND.
2.1 - Lawfulness
2.2 - Transparency
2.3 - Transfer of personal data to third..
3- PURPOSE LIMITATION
4 - DATA MINIMISATION
5- ACCURACY
6 - STORAGE LIMITATION
7 - INTEGRITY, AVAILABILITY AND..
8-PRIVACY BY DESIGN AND BY..
9 - OUTSOURCING
10 - PRINCIPLES RELATING TO..
10.1 - Contracts with controller
10.2 - Subcontracting
10.3 - Security
10.4 - Exercise of rights of data subject
10.5 - Transfer of personal data to third..
10.6 - End of the provision of services..

o

1 3 4

2
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Ongoing assurance exercise

Year 2
« Evaluation of year 1

~ Year 0 « Certification year 2
Level 5: Optimised O O O O
Year 1

Year 3
J - Evaluation of year 0
- Certification year 1

- Evaluation year 2
- Certification year 3

Level 4: Quantitatively
Managed

\

A GDPR-CARPA certificate could be renewed for up to 3
N\ years, subject to:

Level 3: Defined
GDPR J ¥ Annual ISAE 3000 engagements
CARPA
CERTIFIED Level 2: Managed

v" An unqualified audit opinion (clean report) in each instance

Note: GDPR certificate could be suspended, reduced,
terminated or withdrawn.

Level 1: Initial

Source: Capability Maturity Model Integration

o GrantThornton
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The advantages of the GDPR-CARPA certification

Common to other Unique to GDPR-
personal data CARPA
protection certifications

Fully covers the GDPR

Distinguishes between
Processor and Controller

Proportionate — high risk /
robust controls

Allows certification for
specific processing
activities (focused scope)

Provides controls for
parts of the GDPR where
limited guidelines exist

Scalable (tailored)

o GrantThornton
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Unique attributes of the GDPR-CARPA certification

Certification created by a competent authority (CNPD) and assessed
by CNPD-approved certification bodies subject to onsite inspections

Based on the GDPR, from the ground up

Considers how specific “processing activities” are governed and
administered

Q Grant Thornton
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Eligible institutions and companies

Public administrations can
benefit (not limited to the
financial sector)
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The ISAE 3000 certification

External assurance by a
Réviseur d’Entreprises

1stline

* The Business

“Doer”

ISAE 3000
GDPR-CARPA
ISAE 3000 report
paired to
GDPR-
CARPA

(*) Can be internal to the firm or outsourced to a third party

Aligning with GDPR-CARPA Certification with GDPR-CARPA

O Grant Thornton

©2022 Grant Thornton Luxembourg. All rightsreserved.



Questions & feedback
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13, rue de Bitbourg
L-1273 Luxembourg

T+352453878 1
F +352 45 38 29
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