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Certifications and codes of conduct

Definitions

Certification

 the provision by an independent body of written assurance (a
certificate) that the product, service or system in question meets
specific requirements (1SO).

Code of conduct

« A company code of conduct is a document written up voluntarily by a
company in which sets out a set of principles that it commits itself to
follow. In some cases, codes of conduct reach suppliers,
subcontractors and third parties.
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Certifications and codes of conduct

To demonstrate compliance
with the obligations of the
controller

To demonstrate compliance
with the requirements of data
protection by design / by
default

\

W

Processors:

To demonstrate sufficient
guarantees with the GDPR
requirements to the controller

To demonstrate compliance
with the security of processing
requirements

Transfer of data to third countries
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What can be certified?

Products and services.
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Certifications and codes of conduct

Gouvernance Protection des Données : exercice de la responsabilité (accountability) DT .
ARt S TR, = “bles (Art 24.3 uide pe

nduite appli

Certification + code de conduite applicables (Art. 32.3) ;

Implémentation
sécurité
bout a bout

Implémentation recommandations

Guide CNPD Etape 2 + 7

Guide CNPD Etape 6

Certification + code de co applicables (Art. 25.3)

Guide CNPD Etape 5+ 7

Ré-évaluation des risques .- ’

.eassons learned a implémenter

: Principes de protection des données
i (Art. 5)

- licéité, loyauté, transparence
- limitation des finalités

- minimisation des données

- exactitude

- limitation de la conservation
- intégrité et confidentialité

Droits des personnes
i (Chapitre II1)

Guide CNPD Etape 6 + 7
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Certification schemes

Certification
scheme

Certification Certification
mechanisms criterias

- Organizational - Requirements of a
elements data protection policy
- Responsibilities - Requirements linked
. to the exercice of the
- Impartiality rights of the data
- Procedures linked to subject
the certification - Technical / Security
audit requirements

| Non exhaustive list |
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Certifications market history & analysis
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(Source: CRISP workshop — Madrid — 30 September 2016 )
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Codes of conduct

To contribute to the effective
Implementation of the GDPR

To take into account the particularities of
the sector in which the processing takes
place

To take into account particularities of
micro, small and average companies
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Content of a code of conduct
(Non exhaustive list)

Fair and transparent processing

Data collection

Pseudonymisation

Transparency

Exercice of rights

Measures for data protection by design

Notifications of data breaches
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Who can certify?

Organizations that receive an agreement from the CNPD (GDPR + new national
law)

Accreditation CNPD requirements
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Additional information

Withdrawal of the
certification

Maximum period of 3 years
(renewable)

:4—6
W

; Codes of conduct: advised,

Periodical review from the - .
CNPD sgmbggggggﬂy” . approved, registered and
" eud” published by CNPD

Penalties: aggravating or
\ mitigating factor
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DO NOT WAIT for certifications to
comply with the GDPR!
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