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INTRODUCTION BY THE CHAIRMAN OF THE
ARTICLE 29 DATA PROTECTION WORKING PARTY

2009 saw new technologies evolve at a frenetic pace, in a world without boundaries. Our legal framework and
practices need to adapt to these profound transformations, while also maintaining a high level of data protection.

At the 31° International Conference of Data Protection and Privacy Commissioners (Madrid, November 2009), we
established the possible basis for the global regulation of data protection with the adoption of a resolution aimed
at establishing international standards for the protection of privacy and personal data. This represents a historic
step as data protection authorities managed to draw up, for the first time at a global level, a body of common
principles adapted to the latest technological developments.

A reflection about the organic and legal consequences of these choices is necessary and a major awareness-raising
exercise targeting public authorities must be promptly undertaken to ensure that they take steps to implement a
legally binding international instrument.

At the same time, a reflection on the adaptation of existing tools has been commenced at European level. Among
the initiatives launched in 2009, | would like to mention more particularly the initiative of the European Commission,
which, at the instigation of its Vice-President, Jacques Barrot, and WP29, organised a large public consultation aimed
at obtaining contributions regarding the new challenges in the field of data protection and improvements to the
legal framework for data protection within the European Union.

The Article 29 Working Party and the Working Party on Police and Justice have applied their experience and
expertise to issue a major opinion both at European level and for data protection in general, particularly taking
into account the impact of the entry into force of the Lisbon Treaty on 1 December. This opinion sets out propos-
als for improving existing tools and practices. Among others, we cite the wish to develop practical measures for
individuals, particularly by improving the clarity of their rights and implementing concrete means of action to
exercise them. It is also necessary to raise corporate data protection to the level of common, shared ethical values
and to strengthen the concrete efficiency of the actions undertaken by data controllers to demonstrate their
compliance with the applicable regulations.

Moreover, there has been reflection on the independence and evolution of the role and powers of data protec-
tion authorities that perform a watchdog role by alerting public authorities or, more broadly, the general public,
as soon as possible to issues that could quickly become major problems for society.

I had the opportunity to voice my concerns in the end-of-office letter | sent to my European counterparts in February
2010. | have always considered - and continue to do so - that WP29 must play a leading role in the European and
international arenas in the field of data and privacy protection. However, | have observed that, in its current state
of operation, WP29 has become severely handicapped by its lack of independent financial resources.

Increasing the resources available to WP29 would make it possible to organise more hearings, bring in more
specialists in order to be able to respond to the latest technological developments and, more generally, take the
necessary actions to make its voice heard on key issues. The granting of an independent budget to WP29 and
the establishment of a dedicated secretariat would ensure the effectiveness, visibility and independence - and
therefore the credibility — of WP29 in the coming years.
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The work of WP29 is also being hindered by a severe lack of operating resources, in particular premises. Moreover,
it is difficult to ensure appropriate interpreting services for each meeting to enable all the national experts to par-
ticipate in the work of WP29. In addition, our working party needs more efficient communication tools, notably a
dedicated website. Improved communication tools would certainly increase the visibility of the work and actions
carried out.

Thus, as a matter of urgency, data protection authorities and the Article 29 Working Party must be granted the
human and financial resources they need to effectively perform their work.

Alex Tiirk

—

W

—

of the Article 29 Working Party on Data Protection 5
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PROTECTION WORKING PARTY!




Chapter One Issues addressed by the Article 29 Data Protection Working Party

1.1. TRANSFER OF DATATO
THIRD COUNTRIES

1.1.1. Passenger Data / PNR

Opinion 8/2009 (WP 167) on the protection of pas-
senger data collected and processed by duty free
shops at airports and ports

Community law allows for the exemption of excise duties
for purchases made in duty free shops at airports and
ports by passengers. Such purchases, however, are sub-
ject to certain conditions. To fulfil these conditions, most
shops in EU Member States collect and process data
including passenger data when items are purchased.

However, the practice with regard to the processing
and collection of such passenger data across Europe
varies considerably in duty free shops. Passengers are
at no point informed that their data — including their
personal data, the purpose of the collection, their rights,
and the use of these details by public bodies if such data
is transferred to them — is being collected.

Inaccordance with Article 30 of Directive 95/46/EC, the
European Commission has asked the Art. 29 WP to look
into this matter and review the current practice in EU
Member States with regard to data protection questions
and, if necessary, make recommendations on a uniform
application of the general data protection principles to
be observed in duty free shops at airports and ports.

This opinion analyses the legal and practical issues sur-
rounding the collection and processing of passenger
data in duty free shops and aims to give guidance to
shopkeepers and customs authorities charged with
supervising the implementation of Community law with
a view to coming to a more harmonised application of
existing provisions.

1.1.2. Standard Contractual Clauses

Opinion 3/2009 (WP 161) on the Draft Commission
Decision on standard contractual clauses for the trans-
fer of personal data to processors established in third
countries, under Directive 95/46/EC (data controller
to data processor)

For several years, companies and Data Protection
Authorities (DPAs) have been working with the standard
contractual clauses for the transfer of personal data to
processors established in third countries, under Directive
95/46 (data controller to data processor 2002/16/EC)
apprgved by the European Commission on 27 December
20017,

Although the standard contractual clauses 2002/16/EC
provide a solid base for the transfer of personal data, the
calls for an “update” of this contract have grown louder
every year. The main reason to consider an “update”
of the standard contractual clauses 2002/16/EC is the
advent of “global outsourcing”. As more and more com-
panies not only transfer their data to a processor but
to “sub-processors” and sometimes transfer data to
subsequent “sub-sub-processors”, the standard con-
tractual clauses 2002/16/EC do not provide a means to
deal with these complex onward transfers. Therefore,
the European Commission considers it necessary to
modify the standard contractual clauses 2002/16/EC to
make a contract better equipped for current business
arrangements by adopting a new Decision based on
Article 26(4) of Directive 95/46/EC.

1.1.3. World Anti-Doping Agency
(WADA)

Second opinion 4/2009 (WP 162) on the World Anti-
Doping Agency (WADA) International Standard for
the Protection of Privacy and Personal Information,
onrelated provisions of the WADA Code and on other
privacy issues in the context of the fight against dop-
ing in sport by WADA and (national) anti-doping
organisations

20J L 6,10.12002, p.52. See Opinion of the Working Party no. 772001, WP 47) available
at: http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2001/wp47en.pdf
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In its first opinion on this topic’, the Working Party
examined the compatibility of the draft International
Standard for the Protection of Privacy and Personal
Information (the Privacy Standard or the Standard) with
the minimum level of protection required by European
data protection regulations. Although it expressed
its support for a number of aspects of the Standard,
including a reference to Directive 95/46/EC, it did not
conclude that it was compatible with the minimum
level of protection offered by the Directive, and made
certain recommendations.

The draft standard has since been modified and has been
in force since 1 January 2009. The World Anti-Doping
Agency (WADA) has provided additional information in
response to the Working Party’s previous requests for
clarification. The Working Party is happy that some of its
remarks have been integrated in the Privacy Standard”.
[t regrets, however, that its other remarks have not been
taken into account (see point 3.2. below).

The 2005 UNESCO International Convention against
Doping in Sport, which has been ratified by 25 of the 27
EU Member States, was concluded in order to endorse
the work of WADA at international level. The Convention
does not alter the rights and obligations of the signato-
ries in relation to other agreements previously entered
into (Article 6). It encourages cooperation between
States in appropriate circumstances, and always subject
to domestic law. According to EU law, any provisions
in an international agreement which are incompatible
with EU law are subordinate to the latter. The UNESCO
Convention does not make any specific reference either
to fundamental rights in general or data protection
rights in particular.

*Opinion 3/2008 of 1 August 2008 on the World Anti-Doping Code Draft
International Standard for the Protection of Privacy (WP 156)
http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2008/wp156_en.pdf

“The modified definition of “processing’, of “sensitive data” (which no longer includes
political opinions, religious or philosophical beliefs and trade-union membership,
whose relevance in the fight against doping was questioned by the Working Party
(3.2)) and the clarification provided under 6.2. The Working Party has also observed
that article 6 has been rewritten and in addition to consent (henceforth informed),
it now also provides that “Personal information” shall be processed “where expressly
permitted by law”. It has also noted other modifications in line with its remarks,
including the drafting of the comment to article 9.2, the term “plainly vexatious" being
deleted under 11.2. with regard to the exercise of the right of access, and Participants’
rights to initiate a complaint with an international anti-doping organisation now
being provided for in article 11.5.

The Working Party cannot confine its remarks only to
the Privacy Standard. As the Privacy Standard contains
numerous references to the WADA Code and to the
ADAMS database (see 2.2)), it is necessary to examine
it in the broader context of its application. That is why,
after recalling the main features of the system developed
by WADA (point 2), the opinion refers in more detail to
the following matters: whereabouts (3.1.), un-integrated
remarks from the first opinion (3.2.), grounds for process-
ing (3.3), the transfer of data to the ADAMS database
in Canada and to other countries outside the EU (3.4,
retention periods (3.5) and sanctions (3.6.).

Controllers in the EU, such as national anti-doping
organisations (NADOs), national and international sports
federations and Olympic Committees, can assess some
of the legal boundaries that exist for processing athletes
(and other data subjects’) personal data. The Working
Party emphasises that controllers in the EU are respon-
sible for processing personal data in compliance with
EU and domestic law and must, therefore, disregard the
World Anti-Doping Code and International Standards
insofar as they contradict them. The Working Party
recommends that these controllers seek legal advice.

1.1.4. Adequacy

Opinion 6/2009 (WP 165) on the level of protection
of personal data in Israel

On 12 July 2007, the Israeli Mission to the European
Union made a request to the Commission to launch the
procedure to declare Israel as a country that ensures an
adequate level of protection for the purposes provided
forin Articles 25 and 26 of the Directive.

In order to examine Israel’s adequacy, the Commission
made a request to the Centre de Recherches Informatique
et Droit (hereinafter "CRID") of Namur University to pro-
duce an extensive report that analysed the extent to
which the Israeli regulatory system fulfilled the require-
ments for the application of the personal data protection
regulations set out in the Working Document “Transfers
of Personal Data to Third Countries: Applying Articles 25
and 26 of the EU data protection Directive”, adopted by
the Working Party set up under Article 29 of the Directive
on 24 July 1998 (document WP12).

ing Party on Data Protection
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The aforementioned report, together with the prelimi-
nary response to it from the Israeli authorities, was dis-
cussed by the Safe Harbour Subgroup during a meeting
held on 18 March 2009. At that meeting, the Subgroup
submitted a proposal to the Working Party, with a view
to obtaining an opinion, that its President should send
a letter to the Israeli authorities which, while positively
assessing the existing data protection scheme in Israel,
would highlight those issues that required further
clarification.

On 2 September 2009, the Israeli authorities sent an
extensive report through the Israeli Law, Information
and Technology Authority (hereinafter “ILITA") to the
Working Party, in which they responded to the issues
raised in the above-mentioned letter. This report has
been analysed by the members of the Subgroup, and
was also the subject of a hearing of the aforementioned
authorities, which was held on 16 September 2009.
During that meeting, the members of the Subgroup
asked the Israeli authorities, represented by the Head
of ILITA and the Head of its Legal Department, to clarify
those issues that, following the earlier discussion of
the report sent to the Subgroup, still needed further
clarification.

The Subgroup informed the Working Party during its
meeting held on 12 and 13 October 2009 of the con-
clusions reached at the meeting of 16 September and
proposed the adoption of the present Opinion, under
the terms contained herein. The proposal was approved
by the Working Party at the aforementioned meeting.

Opinion 7/2009 (WP 166) on the level of protection of
personal data in the Principality of Andorra

On 21 May 2008, the Ambassador of Andorra to the
European Union made a request to the Commission
to launch the procedure to declare Andorra as a coun-
try that offers an adequate level of protection within
the meaning of article 25(6) of Directive 95/46/EC, on
Personal Data Protection.

In order to proceed with the study of the adequacy of
Andorra, the Commission requested a report from the
Centre de Recherches Informatique et Droit (CRID) of the
University of Namur, which issued an extensive report

that analysed to what extent the Andorran regulatory
system met the requirements of substantive legislation
and implemented mechanisms applicable to the regu-
lations for the protection of personal data established
in the Working Document “Transfers of personal data
to third countries: Applying Articles 25 and 26 of the
EU data protection directive”, adopted by the Working
Party created by article 29 of the Directive on 24 July
1998 (document WP12).

This report was discussed in the meeting of the Safe
Harbour Subgroup held on 18 March 2009. In this
meeting, the Subgroup requested an opinion from the
Working Party regarding a letter sent by its Chairman
to the Andorran authorities, in which, after positively
assessing the existing data protection regime in Andorra,
those authorities were informed of the matters that
required further clarification.

On 31 July 2009, the Andorran authorities, via the
Andorran Data Protection Agency (APDA), sent an
extensive report to the Article 29 Working Party in
which they responded to the questions posed in the
aforementioned letter. This report was analysed by the
Subgroup, and was also the subject of an interview with
the relevant authorities, held on 16 September 2009,
during which the members of the Subgroup asked the
Andorran authorities, represented by the Director of the
APDA, its Inspection Manager and the Manager of Legal
Consultancy, to clarify those matters which, after the
previous discussion of the report sent by the same to the
Subgroup, were still considered to require clarification.

The Subgroup informed the Working Party, during the
meeting of the same held on 12 and 13 October 2009,
regarding the conclusions reached in that meeting and
proposed the adoption of this Opinion to the Working
Party under the terms contained herein, with the pro-
posal then being approved by the Working Party during
the meeting.
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1.1.5. Pre-trial discovery

Working document 1/2009 (WP 158) on pre-trial dis-
covery for cross border civil litigation

This working document provides guidance to data con-
trollers subject to EU Law in dealing with requests to
transfer personal data to another jurisdiction for use in
civil litigation. The Working Party has issued this docu-
ment to address its concern that there are different
applications of Directive 95/46, which partly result from
the variety of approaches to civil litigation across the
Member States.

In the first section of this document, the Working Party
briefly sets out the differences in attitudes to litigation
and in particular the pre-trial discovery process between
common law jurisdictions such as the United States and
the United Kingdom and civil code jurisdictions.

The document goes on to set out guidelines for EU data
controllers when trying to reconcile the demands of the
litigation process in a foreign jurisdiction with the data
protection obligations of Directive 95/46.

1.2. ELECTRONIC
COMMUNICATIONS,
INTERNET AND NEW
TECHNOLOGIES

Opinion 1/2009 (WP 159) on the proposals amend-
ing Directive 2002/58/EC on privacy and electronic
communications (e-Privacy Directive)

On 13 November 2007, the Commission adopted a
Proposal for a Directive (“the Proposal”) amending
Directive 2002/58/EC (e-Privacy Directive) concerning
the processing of personal data and the protection
of privacy in the electronic communications sector
and Directive 2002/21/EC (Framework Directive). The
proposal was eventually adopted by the European
Parliament and the Council on 25 November 2009.

The Working Party had already adopted two Opinions on
the proposals amending the EU's regulatory framework

for electronic communications networks and services
(Opinion 8/2006 adopted on 26 September 2006 and
Opinion 2/2008 adopted on 15 May 2008°).

Though the Working Party is pleased that some of its
previous recommendations were taken into account, it
wishes to underline some essential concerns related to
the issues raised after the first reading in the Parliament
and in the Council.

Opinion 5/2009 (WP 163) on online social networking

This Opinion focuses on how the operation of social
networking sites (SNS) can meet the requirements of
EU data protection legislation. It is mainly intended to
provide guidance to SNS providers on the measures that
need to be in place to ensure compliance with EU law.

The Opinion notes that SNS providers and, in many cases,
third party application providers, are data controllers
with corresponding responsibilities towards SNS users.
The Opinion outlines how many users operate within
a purely personal sphere, contacting people as part of
the management of their personal, family or household
affairs. In such cases, the Opinion deems that the ‘house-
hold exemption’ applies and the regulations governing
data controllers do not apply. The Opinion also speci-
fles circumstances whereby the activities of a user of
an SNS are not covered by the 'household exemption’.
The dissemination and use of information available on
SNS for other secondary, unintended purposes is of key
concern to the Article 29 Working Party. Robust secu-
rity and privacy-friendly default settings are advocated
throughout the Opinion as the ideal starting point with
regard to all services on offer. Access to profile informa-
tion emerges as a key area of concern. Topics such as
the processing of sensitive data and images, advertising
and direct marketing on SNS and data retention issues
are also addressed.

Key recommendations focus on the obligations of SNS
providers to conform with the Data Protection Directive
and to uphold and strengthen the rights of users. Of
paramount importance, SNS providers should inform

®http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2006/wp126_en.pdf
°http://ec.europa.eu/justice_home/fsj/privacy/docs/wpdocs/2008/wp150_en.pdf
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users of their identity from the outset and outline all
the different purposes for which they process personal
data. Particular care should be taken by SNS providers
with regard to processing the personal data of minors.
The Opinion recommends that users should only upload
pictures or information about other individuals, with the
individual's consent and considers that SNS also have
a duty to advise users regarding the privacy rights of
others.

1.3. PERSONAL DATA

Opinion 2/2009 (WP160) on the protection of chil-
dren’s personal data (General Guidelines and the
special case of schools)

This opinion is concerned with the protection of infor-
mation about children. It is aimed primarily at those
who handle children’s personal data. In the context of
schools, this will include teachers and school authorities
in particular. It is also aimed at national data protection
supervisory authorities, who are responsible for monitor-
ing the processing of such data.

This document should be seen in the context of the
general initiative of the European Commission described
in its communication “Towards an EU strategy on the
Rights of the Child". In contributing to this general pur-
pose, it aims to strengthen the fundamental right of
children to personal data protection. This subject is
not entirely new to the Art 29 Working Party, which has
already adopted several opinions related to this issue.
Its opinions on the FEDMA code of conduct (Opinion
3/2003), on geolocation (Opinion 5/2005) and on Visa
and Biometrics (Opinion 3/2007) include certain prin-
ciples or recommendations concerning children’s data
protection.

The aim of this document is to consolidate this issue in
a structured way, defining the applicable fundamental
principles (Part Il) and illustrating them by reference to
school data (Part IlI).

The area of school data was chosen because it is one
of the more important sectors of children’s lives, and
comprises a significant part of their daily activities.

The importance of this area is due also to the sensitive
nature of much of the data processed in educational
institutions.

The Future of Privacy: Joint contribution (WP 168) to
the Consultation of the European Commission on the
legal framework for the fundamental right to protec-
tion of personal data

On 9 July 2009, the Commission launched a Consultation
on the revision of the legal framework for the funda-
mental right to the protection of personal data. In its
consultation, the Commission asked for views on the
new challenges to personal data protection, in particular
in the light of new technologies and globalisation. It
wants to have input on the questions of whether the cur-
rent legal framework meets these challenges and what
future action would be needed to address the identified
challenges. This opinion contains the joint reaction of
the Article 29 Working Party (WP29) and the Working
Party on Police and Justice (WPPJ) to this consultation.

The central message of this contribution is that the main
principles of data protection, as enshrined in Directive
95/45/EC, are still valid. The level of data protection in
the EU can benefit from a better application of the
existing data protection principles in practice. This does
not mean that no legislative change is needed. On the
contrary, it is useful to use the opportunity in order to:
- Clarify the application of some key rules and principles

of data protection (such as consent and transparency).

« Bring the framework up to date by introducing addi-
tional principles (such as ‘privacy by design’ and
‘accountability’).

- Strengthen the effectiveness of the system by mod-
ernising arrangements in Directive 95/46/EC (e.g. by
limiting bureaucratic burdens).

« Incorporate the fundamental principles of data pro-
tection into one comprehensive legal framework,
which also applies to police and judicial cooperation
in criminal matters.
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1.4. ACCOUNTING, AUDITING &
FINANCIAL MATTERS

Contribution of the Article 29 Working Party (WP 164)
to the public consultation of DG MARKT on the report
of the Expert Group on Credit Histories

The Article 29 Working Party welcomes the opportunity
given by the European Commission to comment on the
report of the Expert Group on Credit Histories (EGCH)
which is open for public consultation. The Article 29
Working Party notes that the EGCH has been given a
mandate by the European Commission to identify solu-
tions that optimise circulation of consumers’ credit data
within the EU. The Working Party acknowledges that, in
the course of carrying out this mandate, the EGCH has
also discussed the right to privacy and other consumer
protection considerations. In this respect, the Working
Party notes and welcomes that the EGCH has decided
not to recommend the establishment of a central EU
credit data system nor alignment of all Member States
on one existing or new credit data model.

The Article 29 Working Party pointed out in its opinion
that the approach taken by the EU/EEA data protec-
tion authorities to such matters is based on the Data
Protection Directive (Directive 95/46/EC) and the dif-
ferent legislative frameworks in each Member State
transposing that Directive. The EGCH report addresses
important matters, such as harmonisation of regulations,
roundtable discussions and cooperation between data
protection authorities. The Article 29 Working Party,
therefore, urges the Expert Group to adopt a firm and
clear position and to obtain formal commitments from
all parties involved on the matters which require regula-
tory measures.

The recommendations made by the Expert Group in
the report mainly reflect the concerns of the financial
sector, since the majority of the members of the Expert
Group represent financial institutions. The members of
the Article 29 Working Party, therefore, believe that this
contribution and the reactions of consumers’ representa-
tives to the report of the Expert Group should also be
taken into consideration.

The report encourages further liberalisation of process-
ing of private credit profiles. The trend in most Member
States is to consider such processing a form of ‘blacklist-
ing’ or profiling. The recurrent references to ‘local data
protection laws’ are not enough, especially as many
Member States have not (yet) enacted detailed and
balanced provisions on the data protection aspects of
credit information. Moreover, the Expert Group's report
needs to be improved regarding the provision of precise
and specific guarantees on data protection rules.

of the Article 29 Working Party on Data Protection
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(Chapter Two Main Developments in Member States
Austria

Austria

A.Ilmplementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

The project described in the 2008 Report Year, regarding
the modification of the Austrian Data Protection Law,
was taken up afresh and agreed upon by parliament
at the end of 2009 with the title Datenschutzgesetz
Novelle 2010 (Data Protection Law Novella 2010)". In this
new draft legislation® only some of the issues dealt with
in the 2008 draft legislation were adopted. The main
innovations adopted concern regulations with regard
to video surveillance, the introduction of a data breach
notification obligation in serious cases and simplifica-
tion of the notification of the use of data by changing
to an online notification process. The proposal in the
original draft legislation to create a legal basis for the
obligatory appointment of a data protection officer
was abandoned.

The Austrian Data Protection Commission will report on
the details of the amendment and its effects next year,
since the amendment only came into effect on 1.1.2010.

A new draft legislation for the implementation of
Directive 2006/24/EC (data retention) was sent
for approval at the end of 2009°. The Austrian Data
Protection Commission has submitted a comprehen-
sive opinion on this draft and indicated'® again that, in
case of such a major interference into the basic right to
data protection, the purpose of the use of data must
be clearly and conclusively defined, entailing a clear
limitation of the concept of “serious criminal offence”.

During the reporting period numerous complaints were
submitted relating to credit information. Therefore,
the Data Protection Committee repeatedly expressed
its earlier demands for a definition of the regulatory
framework for the identification, the offer and the fur-
ther use of credit ratings at several occasions. As a result

”http//www.parlament.gv.at/PG/DE/XXIV/I/I_00472/pmh.shtml

8The draft and all comments can be downloaded from the following website of
the Austrian Parliament: http://www.parlament.gv.at/PG/DE/XXIV/ME/ME_00062/
pmh.shtml

°http://www.parlament.gv.at/PG/DE/XXIV/ME/ME_00117/pmh.shtml
"“http//www.parlament.gv.at/PG/DE/XXIV/ME/ME_00117_I3/imfname_178831.pdf

the responsible federal government department was
instructed to present draft legislation by the end of 2010.

The Data Protection Commission expressed the need for
urgent legislative actions in another sector, namely that
of the exchange of data between health care providers
(e.g., hospitals) and private health insurance companies.
The DPC conducted an in-depth analysis together with
the representatives of the concerned interest groups
(insured persons, insurers, hospitals, medical profession)
and made it available to the federal government depart-
ment responsible for drawing up the draft legislation.

B. Major case law

The existence of a right to information regarding data

recorded in the course of video surveillance was refused

in a case in which

- theregular storage time was 48 hours,

- no event calling for analysis had occurred and

- other persons would have most certainly also been
affected by the filming and thus also by the analysis.

This decision was based on the fact that data protection
rights of third parties — that is, the other persons filmed
- in the said situation have priority over the applicant
seeking information, as the data will have been deleted
in any case already after a very short time, and will until
then not have been made available to anyone, as there
was no cause for analysis (such as vandalism, assault on
persons, etc.)'.

As has also been confirmed meanwhile by the con-
stitutional court, storage of (criminal) procedure
documents is admissible beyond the duration of the
procedure, even in cases where the suspect has been
acquitted or the procedure has been abandoned. This
holds good despite the fact that, alongside the basic
principle that data may be kept only for as long as
necessary, there is no specific legal provision on the
permissible storage period of procedural documents
in force. The essential reason for storing procedural
documents after the end of the procedure is the need
for demonstrating an acquittal or the abandonment of

"http://www.ris.bka.gv.at/Dokumente/Dsk/DSKTE_20081205_K121385_0007-
DSK_2008_00/DSKTE_20081205_K121385_0007-DSK_2008_00.pdf
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a procedure, as well as the possible need to check the
legitimacy of the way the procedure was conducted.
The danger of general abuse of data through further
use fora new purpose that is different from the original
purpose for which it was communicated is not to be
countered by the prior erasure of the procedural docu-
mentation, but rather by means of precisely defined
limitation of access that is also efficient from a technical
and organisational point of view".

C. Major specific issues

E-voting. From 18 May to 22 May 2009, those studying
in Austria could vote for their representation of interests
electronically, using their citizen's card™. In the voting
system, the voters' respective identity data and the
content of the respective votes cast were encrypted
separately from each other. When counting the votes,
the identity data of the voters were decrypted with the
service provider's secret key. Thereby all the votes cast
by non-authorised persons were removed from the
electronic urn. The identity data were at once removed
from the database and erased. The content data (votes),
which were still encrypted with the election committee’s
key, were then mixed and, with the help of the secret
private key of 2 members of the election committee,
unlocked and counted. During the entire electronic
voting procedure, no names were used as identity data,
but exclusively specific personal identification indicators
attributed by the Data Protection Commission for the
index of voters. In order to check the right to vote, these
were compared with the specific personal identifications
of the students who had used the citizen’s card during
the voting procedure.

Zhttp://www.ris.bka.gv.at/Dokumente/Dsk/DSKTE_20090121_K121390_0001-
DSK_2009_00/DSKTE_20090121_K121390_0001-DSK_2009_00.pdf

P http://www.oeh-wahl.gv.at
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Belgium

A.Implementation of Directives 95/46/EC and
2002/58/EC and other legislative developments

Flemish Supervisory Committee of Electronic
Administrative Data Flows

The Flemish Supervisory Committee of Electronic
Administrative Data Flows (Vlaamse toezichtcommissie
voor het elektronische bestuurlijke gegevensverkeer — here-
after “Supervisory Committee” or “FSC") authorises the
exchange of personal data through electronic data flows
between all departments of the Flemish administra-
tion, the provinces, cities and municipalities. Moreover,
upon request or of its own accord, it advises the Flemish
Parliament, the Flemish government and other authori-
ties and stakeholders. In some cases, a security officer
can only be appointed after a positive opinion of the
Supervisory Committee. The FSC reports to the Flemish
Parliament every year. In its meeting of 17 December
2009, the members of the FSC were appointed by the
Flemish Parliament. The FSC was established with the
Flemish Decree of 18 July 2008 on electronic administra-
tive data flows (the so-called "e-gov decree”). The FSC's
chairman and two of its members were appointed by
the Commission for the Protection of Privacy (hereafter
“the Commission” or “the Belgian Commission”), and
three other members were appointed by the Flemish
Parliament, assisted by an advisory expert selection
committee.

Developments regarding the legislation on camera
surveillance (Opinion Nos. 24/2009 and 40/2008)

Since the Act regulating the installation and use of surveil-
lance cameras (hereafter "the Camera Act”) entered into
force on 10 June 2007, the Commission has received
over 6,000 notifications. An important principle of the
Act is that it is not every camera that must be noti-
fied, but rather every site under surveillance. Due to a
number of practical problems experienced by the police
services when using mobile surveillance cameras, in
2009 the Commission received an invitation from the
Senate Committee for Internal Affairs to participate in the
evaluation of the Camera Act. This parliamentary activ-
ity resulted in the amendment of the Act of 21 March 2007
regulating the installation and use of surveillance cameras
(Belgian Official Journal of 18 December 2009). Thanks to

1"

the amended act, it is now sufficient to ask the municipal
council in question for an opinion, which, in turn, has
to consult the head of the local police, whereas before
it was also necessary to ask for the latter's opinion. The
amended version of the Camera Act also contains a new
chapter stating that mobile camera surveillance can only
be used by the police services in the context of large
gatherings and exclusively for non-permanent tasks that
are limited in time. Camera’s may be used both in open
places (e.g. during a demonstration) and closed places
that are accessible to the public (e.g. a rock festival).

The Royal Decree of 21 August 2009 amending the Royal
Decree of 10 February 2008 establishing the manner of
indicating camera surveillance (Belgian Official Journal
of 25 September 2009) also modified the existing rules
regarding the dimensions of the compulsory pictogram
indicating camera surveillance.

B.Case Law

No decision of particularimportance made by the courts
is considered worthy of mention.

C. Major specificissues'

Public sector

Central database of vehicle data (Opinion No. 06/2009)
In 2009, the Commission issued a favourable opinion
in relation to the Draft Act on the creation of the central
vehicle database. This database’s main purpose is to track
vehicle owners (through their registered owners). Two of
the Commission’s previous annual reports show that it
issued a negative opinion on two earlier drafts (Opinions
42/2006 and 23/2008). The new draft takes into account
almost all of the Commission’s observations and contains
substantial improvements, including the clear appoint-
ment of a controller and the addition of a clear list of
purposes for which the data from the central database
may be used. A list of possible (categories of) recipi-
ents of the data is described in general terms and the
power of authorisation of the Sector Committee of the
Federal Authorities (established within the Commission
and partially composed of Commission members) has

" All of the Commission’s opinions, recommendations, authorisations are available
on its official website: http://www.privacycommission.be.
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been recognised. Moreover, this Committee has been
entrusted with a large number of advisory competences.
The Commission also pointed out a few possibilities
for improvement, however. The draft would have to
explicitly mention, for example, that number plate data
(from the current register of vehicles) will be included in
the central database. It is recommended to give a better
description of how the managing institution for the sec-
tor® and all data sources (e.g. car inspection centres and
manufacturers) would have to comply with the duty to
inform the data subjects, and of the concrete measures
to be taken in order to effectively appoint the person
in charge of information security. The Commission also
advises that any service or data source having access to
the data should inform the data subject, the managing
body and the Sector Committee of security breaches.
This so-called “security breach notification” is new for
Belgium, but does exist in English-speaking countries
and will also be included (partially) in the planned modi-
fication of “E-Commerce Directive” 2002/58/EC.

General authorisation of access to the register of number
plate data (Deliberation FA No. 12/2009)

In the past it was very unclear for private administra-
tors of public parking facilities how they could collect
parking fees, as reflected in several sentences issued
in this context. That is why the Belgian Commission
and the Sector Committee of the Federal Authorities
(supervising the electronic disclosure of personal data
within the Federal Authorities) always refused to grant
private parking administrators access to the identity of
number plate owners in the DIV'® database (Opinion
No. 37/2003 and Deliberation FA No. 02/2007). Thanks
to an amendment (Act of 22 December 2008 on various
provisions, title 4, chapter 2, Belgian Official Journal of 29
December 2008) the situation has been clarified, and
cities and municipalities, their parking administrators and
autonomous municipal enterprises have been author-
ised to ask the DIV for a number plate owner's identity.
This is a so-called “general” authorisation, meaning that,
in the authorisation, the Sector Committee describes
the (strict) conditions the DIV and the categories of
beneficiaries must meet, and that the beneficiaries must

The Directorate-General for Mobility and Road Safety of the Belgian Federal Public
Service for Mobility and Transport.

' Directie Inschrijving Voertuigen — the Belgian federal office in charge of registering
vehicles and their drivers.
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sign a model agreement committing them to meet
these conditions.

In order to increase transparency, all general authorisa-
tions of the Commission’s Sector Committees and the
lists of beneficiaries are published (in French and Dutch)
on the Commission’s website in the “Decisions” section.

The processing of personal data in the context of doping-
free sports (Opinion No. 30/2009)

At the request of the relevant minister, in 2009, the
Commission issued an opinion on the “International
Standard for the Protection of Privacy and Personal
Information”, elaborated by the WADA (World Anti-
Doping Agency). This International Standard contains
a minimum of common rules that must be observed
when processing personal data on the basis of the World
Anti-Doping Code. The Commission has observed that
the International Standard does not always respect the
safeguards which must be offered under the Belgian pri-
vacy regulations and made a few remarks, for example,
about the possible grounds for processing sensitive per-
sonal data, the duty to inform the data subjects, security
measures and liability, the retention period of personal
data and the exercise of the data subject’s rights (right to
access, objection and rectification). The Commission also
pointed out that the minimum standards described in
the International Standard cannot prejudice the stricter
Belgian privacy regulations.

Following a request for information, the Commission also
issued an opinion about the Flemish regulations regard-
ing the fight against doping in sports, more particularly
the obligation to disclose the so-called “whereabouts”
information with a view to out-of-competition doping
controls. The Flemish Decree of 13 July 2007 on medi-
cally and ethically acceptable sports and the Decree of
the Flemish Government of 28 June 2008 implementing
the former decree do not establish which whereabouts
information top-level athletes must communicate. They
do, however, refer to the World Anti-Doping Code, a
reference which is currently under appeal before the
Council of State. The Commission nevertheless held
that requesting whereabouts information for four
hours a day is proportionate. The Commission made
some observation related to the status of elite athletes.
Finally, the Commission made a number of remarks
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about maximum data retention periods and the duty
to inform the data subject.

Database for the Walloon public service for professional
training and employment (Opinion No. 18/2009)

In 2009, the Commission issued a favourable opinion on
the "Jobpass” system of the “Service public de I'emploi et
de la formation professionnelle” (the public service for pro-
fessional training and employment - hereafter “Forem”).
Forem is a Wallonian organisation acting in the public
interest carrying out tasks in partnerships pursuant to
the administrative agreement between the Walloon
government and the Forem’s Board of Directors. On the
one hand, the Jobpass system provides the unemployed
with a chip card, and on the other itimplements a new
database. The objective of the database and the chip
card is to make it easier for the Forem and its partners
(e.g. training centres, which only have access to the
information necessary to perform their tasks) to identify
the unemployed and exchange information about them.
The system also facilitates the exchange of certain infor-
mation with the Federal Employment Service (through
the Crossroads Bank of Social Security) and helps the
unemployed to compile proof of their efforts to find a
job: with their chip card, they can register visits to the
Forem's organisations and partners without having to
see an employment consultant. The Commission was of
the opinion that these data processing operations were
adequate, relevant and not excessive. It did, however,
prohibit the use of the National Register number (which
was on the secured part of the chip card), since this had
not been authorised by the Sector Committee of the
National Register.

Private Sector

Direct Marketing (Recommendation No. 04/2009)
After consultation of all European DPAs and on the
basis of several requests and complaints received in
the past few years, in 2008, the Commission published
a legal memorandum expressing its position on direct
marketing practices. To come to a balanced analysis, the
Commission then started a dialogue with stakeholders
from the world of business, consumer association and
academic sectors in order to learn more about their
interests, priorities and codes of conduct, if any. Finally,
the Commission wanted to hear the citizens’ opinions
and, therefore, posted a public survey on its website.

These efforts resulted in Recommendation No. 04/2009
ondirect marketing and the protection of personal data.
In this document, the Commission gives its interpreta-
tion of the Privacy Act with regard to direct marketing,
it recommends a number of ways of working that can
be considered as best practice (which favour fair and
transparent data processing operations, regardless of
whether this is established by law) and it makes a few
recommendations to the legislator in order to improve
the existing provisions.

Consent

The Commission is of the opinion that the free, informed
and specific consent of the data subject can serve as a
basis for the justification of direct marketing and also
recommends this as best practice. The recommendation
specifies conditions and points out a number of cases
in which consent is strictly required (e.g. almost always
when direct marketing is practised using text messages,
e-mail, fax or automated dialling systems) or as good as
inevitable (e.g. list brokering and profiling).

Legitimate interest

Although maintaining a balance is far from obvi-
ous (especially for list brokering and profiling), the
Commission acknowledges that this principle is a basis
for the processing of personal data in the case of direct
marketing. The recommendation stipulates the moment
to assess the balance of interests, the criteria and ways
to do so. If this balance is disturbed, the processing must
be stopped at once.

Retention period

On top of the duty to rectify incorrect data, the
Commission also recommends a personal data reten-
tion period.

Information

The Commission underlines the importance of cor-
rect information, especially when the data was not
obtained directly from the data subject. In this case,
the Commission highly recommends that the controller
proactively disclose the data source. Direct marketers
cannot invoke an exemption from the duty to inform
the data subject due to impossibility or disproportionate
effort, partially because contacting the data subject is
at the heart of direct marketing.
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Objection

Finally, the Commission mentions the data subject’s free
right to object without giving any reason. This objection
is sufficient to terminate the processing operation. It also
states that no conditions must be linked to this right.

Recommendation to landlords and property estate agents
about the processing of personal data of candidate tenants
(Recommendation No. 01/2009)

In the last few years, the Commission’s secretariat
regularly received questions from citizens about lease
agreements and the personal data that owners of rented
homes and property estate agents can request. In its
recommendation, the Commission stipulates which data
can and cannot be requested.

The Commission considers that data such as one’s sur-
name, first name, address, legal entitlement to stay in
Belgium and the date of birth are necessary to enter
into a lease agreement, but that it is disproportionate
to ask for the ethnic origin, the place of birth and the
National Register number of candidate tenants. Their
marital status, phone number and number plate may
or may not be relevant. It is prohibited, for example, to
process tenants’ number plates, except when the rented
home has a parking spot requiring vehicle recognition,
for example to grant the tenants access or to supervise
the parking spot. Conversely, the marital status is not
relevant for a tenant that will be the sole occupant of
the rented home.

Landlords must be able to check whether tenants are
solvent enough to pay the monthly rent, for which it is
sufficient to know their regular income. Asking for the
candidate tenants’ global financial situation is not neces-
sary. This means that it is justified for the latter to have to
show their payslip (having crossed out their employer’s
identity, profession and other irrelevant data if they prefer),
but they do not have to give the landlord a copy of the
slip, since it is sufficient to see that the candidate tenants
are solvent. Itis acceptable, however, that property estate
agents keep proof of this check of candidate tenants’
income by making a copy of the slip. Data from the Belgian
Central Database of Credits to Private Persons are reserved
for credit grantors and organisations or individuals with
a similar function, for the performance of their duties.
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Landlords can request data about the persons that will
occupy the rented home, for example, how many of
them there will be and their approximate age. Excerpts
from the criminal record are prohibited under the Privacy
Act. The processing of data relating to candidate tenants’
health is only authorised, according to the Commission,
if two conditions are met. First of all, the tenant must
give his written consent, which can be revoked at any
time. Secondly, the data must be relevant: a disabled
person interested in an apartment adapted to his needs
may, for example, have to describe his state of health.

New Technologies

Data Retention (Opinion No. 20/2009)

In the context of the transposition of European Directive
2006/24/EC, the so-called Data Retention Directive, into
national law, the Commission was asked to issue an opin-
jon about a draft act and a draft royal decree regarding
the duty to cooperate. The Directive aims to harmonise
the obligations of service providers with respect to
retaining certain data and making them available to
authorised services in the context of investigating, track-
ing and prosecuting serious crime. The Commission has
already twice issued a negative opinion in this context.
In 2009, however, a positive opinion was issued on the
adapted drafts. Nevertheless, a few remarks should be
taken into account. The data retention period, for exam-
ple, must be reduced from 24 to 12 months and must be
established in the draft act. Parliament must assess the
draft act and the draft decree and the relevant compe-
tent minister must report to Parliament every year. Finally,
the role of the NTSU-CTIF service”, having direct access
to the databases, needs to be defined more clearly. More
concretely, its place in the organisation chart and the
appropriate level of security must be clarified.

Radio Frequency Identification (Opinion No. 27/2009)

In this opinion, issued by its own initiative, the
Commission stipulates the conditions for processing
personal data by means of radio frequency identification
(RFID) tags. With this technology, information stored on
chipsimplanted in objects or living beings can be stored
and read remotely. The Commission points out two
situations involving a processing operation of personal
data, on the one hand linking personal data with a tag,

"The central technical interception service of the federal and local police services.

of the Article 2

ng Party on Data Protection
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and on the other hand placing personal data on a tag.
In the opinion, the Commission lists the principles of
the Privacy Act the controller has to take into account.
The processing operation must be legitimate and pro-
portionate, for example. The data subjects’ consent can
be a basis for a processing operation, but the weight
of the controller’s interest also needs to be assessed in
comparison with the data subject’s right to protection
of his privacy, for example, through risk analysis. The data
subject also needs to be informed sufficiently through a
privacy policy that is easy to understand, containing at
least the controller's identity and address, the purpose
of the processing operation, the data that will be proc-
essed (possibly including tag monitoring), a summary
of the privacy assessment and a risk analysis. Finally, the
Commission emphasises the importance of adequate
technical and organisational security measures.
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Bulgaria

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

1. At its first meeting in 2009, the Commission for
Personal Data Protection adopted new Rules on
the Activity of the Commission for Personal Data
Protection. It was promulgated in the State Gazette
of 2 February 2009, repealing the Rules on the
Activity of the Commission that had been in force
since March 2007.

The need to prepare and adopt the 2009 Rules
was based on the new priorities adopted by the
Commission for Personal Data Protection in its capac-
ity as an independent supervisory authority in the
field of personal data processing. This legal act aims
to synchronise the activity of the administrative units
of the Commission by exercising overall control on
observance of the personal data protection law and
personal data processing. The regulations set out in
the Rules gave the Commission greater flexibility when
adopting decisions, thus raising the efficiency of the
Commission’s activity as a whole.

These Rules emphasise the powers of the Commission
specified in the Personal Data Protection Act and the
related proceedings carried out by the Commission.
Structural changes in the administration of the
Commission were made, consolidating the units
assisting the Commission in a particular activity. In
this way, expert activity was consolidated, which led
to better results through the implementation of the
Commission’s powers defined in the legislation.

2.The CPDP prepared a draft amendment and sup-
plement of the Personal Data Protection Act (PDPA)
and in February 2009 it organised and held public
discussions with the participation of the Chairperson
and members of the Internal Security and Public
Order Committee at the National Assembly, rep-
resentatives of non-governmental organisations,
academic circles and the media. Due to the parlia-
mentary elections in June 2009, the draft law was
not approved by the 40" National Assembly. The
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work on it continued and the recommendations
from public consultation were taken into account.

3. Representatives of the CPDP took part in the work of
the intra-departmental working party for the prepa-
ration of a draft Law Amending and Supplementing
the Electronic Communication Act. The envisaged
amendments stipulate that the Commission for
Personal Data Protection will be the monitoring
authority in order to exercise control over the activ-
ity of the enterprises providing public electronic
communication networks and/or services, ensur-
ing the observance of the rules on protection and
security of the stored data pursuant to the provisions
of Art. 7 of Directive 2006/24/EC. The establishment
of the Commission as the monitoring author-
ity is in accordance with the obligation of each
Member State under Art. 9 of Directive 2006/24/EC
to determine a public authority responsible for the
monitoring, in its territory, of the implementation
of the regulations adopted by the Member States
in accordance with Art. 7 on stored data security.
Directive 2006/24/EC explicitly stipulates that this
authority may be the body established under Art. 28
of Directive 95/46/EC, and in the Republic of Bulgaria
this authority is the Commission for Personal Data
Protection.

4. In November 2009, the Council of Ministers approved
the Additional Protocol to the Convention for the
Protection of Individuals with regard to Automatic
Processing of Personal Data concerning supervi-
sory authorities and transborder data flows, and
made a proposal to the Parliament to ratify it. The
Parliament subsequently ratified it and the Protocol
was promulgated in the State Gazette of 6 January
2010. The CPDP is the supervisory authority under
Art. 1, para.l of the Additional Protocol.

B. Major case Law

The handling of individuals" complaints about spe-
cific violations of their rights is a significant part of the
Commission’s activities. The analysis shows that the
complaints filed against the central law enforcement
authorities mainly concern the provision of personal data

king Party on Data Protection

23




(Chapter Two Main Developments in Member States
Bulgaria

to third parties or personal data dissemination without
the individuals’ knowledge and consent.

A substantial number of complaints also concern the
refusal of access to personal data, as well as provision
of personal data to third parties. The Commission for
Personal Data Protection issued compulsory instructions
for providing access to personal data in accordance with
the requests of the claimants, which were considered
well-grounded.

In 2009, the Commission for Personal Data Protection
was approached with new cases concerning the dis-
semination of personal data on the Internet. It was
established that personal data from a particular category
of users is distributed in forums as part of scholarly
papers, reports, lectures, and analyses for the purpose
of providing support. Aside from the violations of the
Copyright Act and Related Rights, the Commission for
Personal Data Protection considers that the distribution
of personal data contradicts the principle of proportion-
ality and purpose limitation of the processed personal
data under Art. 2, para. 2, p. 2 and p.3 of the Personal
Data Protection Act.

In 2009, the Commission expressed opinions in response
to requests submitted both by data controllers pursu-
ant to Art. 3 of LPDP and by individuals with respect to
their legal rights. Answers have been provided to the
enquiries concerning the publication of the personal
data of owners, representatives and members of col-
lective bodies of commercial companies in the Trade
Register, maintained by the Registry Agency. According
to Art.11 of the Trade Register Act, the Register is public.
Everyone is entitled to have free access to it and to the
electronic image of the documents based on which
entries, erasures and announcements were made, as
well as the electronicimage of the company cases of the
re-registered entrepreneurs. The Agency also provides
free access to applications contained in the information
system of the Trade Register, the attached documents
and the declared refusals. The company’s details, such as
registered address, management address and company
representatives become public data after the registra-
tion of the company in the Register. Ordinance No. 1 on
Trade Register maintenance, storage and access specifies
the standard forms of the registration applications and

explicitly indicates the circumstances requiring registra-
tion and which should be entered on the applications
for registration, erasure or publishing. The Ordinance
regulates the statutory obligations on the grounds of
which the Registry Agency lawfully processes the per-
sonal data of a particular category of individuals.

Enquiries have been submitted concerning cases in
which employees in various retail outlets, when execut-
ing payments with debit and credit cards, referred to as
Electronic Payment Instruments (EPI), ask individuals to
present their identity document - ID Card - in order to
check their identity. In accordance with Art. 31, para. 5
of the Money Transfer, Electronic Payment Instruments
and Payment Systems Act, the trader may request the
identity document if there are reasonable doubts con-
cerning the identity of the EPI holder.

With regard to the implementation of Art. 64 of the
Judiciary System Act concerning the provision of public-
ity and transparency of court operations and publicity
of court rulings and in connection with the protection
of individuals rights in relation to personal data process-
ing, the Commission has expressed an opinion that, by
establishing and maintaining a public register of court
rulings, certain measures should be taken in order to pre-
vent individuals from being identified. Besides the use of
initials instead of individuals’ names and the removal of
personal numbers and addresses, all indications related
to physical, physiological, genetic, mental, psychologi-
cal, economic, cultural, and social details or any other
factors helping to identify the individual despite the use
of initials, should also be removed.

C. Major specificissues

On 30 April 2009, at an extraordinary meeting, the
Commission for Personal Data Protection entered in
the Register of personal data controllers and the regis-
ters kept by them all unregistered data controllers who
had filed an application within the period from 2003
to 2008. 193,351 personal data controllers have been
given identification numbers. With this decision, the
Commission determined a deadline for data control-
lers to update the submitted data for the purpose of
ensuring that the database is current. The obligation to
update the circumstances in the registries is a constant
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obligation under the Personal Data Protection Act. The
Act provides for sanctions for unregistered personal
data processing and incomplete update of their details
on the registration form, that should be entered in the
register. The decision of the Commission to update the
information up to 15 February 2010 was made with the
purpose of guaranteeing the reliability of the information
in the public register which is generally accessible on
the Internet site of the institution. The data controllers
are given the opportunity to update their information
on the Internet - even without electronic signature - by
post and in person with the Commission reception.
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Cyprus

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

() There were no legislative developments relating
to the implementation of Directives 95/46/EC and
2002/58/EC.

(I) Laws amended
(Il Laws enacted
B. Major case law

Pursuant to a question submitted by the Chief of Police to
the Law Office of the Republic regarding the lawfulness
of a Statutory Regulation providing for the collection of
third countries’ students’ fingerprints upon their arrival
in Cyprus, the Attorney General issued an Opinion con-
cluding that this practice does not seem to be lawful
and suggested that the Commissioner for Personal
Data Protection should further consider the subject.

Having examined all the relevant legislative regulations
in place, the Commissioner issued a Decision concluding
that this specific Regulation does not constitute/provide
a legal basis for the collection of the aforementioned
fingerprints. Subsequently, a procedure for imposing
administrative sanctions to the Police was initiated but
not concluded since in the meantime, the Chief of the
Police had proceeded to destroy the fingerprint data-
base in line with the above Opinion and Decision and
of his own accord.

Pursuant to publications in the daily press and a number
of phone calls to our Office by concerned citizens regard-
ing a practice by Municipal Authority Traffic Wardens of
photographing illegally parked cars whose owners had
been given penalties, our Office, in correspondence with
the Municipal Authority, expressed the view that this
practice was in breach of data protection legislation.

Although the Municipal Authority terminated this
practice in compliance with the above view, it then
submitted a challenge before the Supreme Court. The
case is pending.

C. Major specificissues

Pursuant to a proposal submitted by the Commissioner,
in October 2009, the Council of Ministers adopted
a Decision according to which all Ministries and
Government Departments/Services should appoint
Data Protection Officers, who would subsequently be
trained by the Commissioner’s Office to deal with inter-
nal data protection issues.

Following a number of complaints submitted to
our Office, in 2003, the Commissioner issued an
Opinion concluding that the National Guard’s prac-
tice of including the medical (physical or mental)
reasons for which soldiers were dismissed or tempo-
rarily suspended from service obligations on soldiers’
Temporary Service Dismissal/Suspension Documents
was in breach of the data protection legislation.

The National Guard terminated this practice in com-
pliance with the above Opinion. In 2009, however,
the Minister of Defence issued a Decree directing the
National Guard to reinstate the terminated practice, on
the grounds that the issuance of Temporary Service
Dismissal/Suspension Documents is an Administrative
Act, which obliges the Administrative Body, i.e. the
National Guard, to communicate in writing to the sol-
diers, the reasons for which the Decision outlining the
dismissal/suspension was based. The case is before the
Commissioner and a decision is pending.

The Association of Cyprus Banks (ACB) informed the
Commissioner of its intention to develop and establish the
"ARTEMIS” system/database, which would be operated
by a private organisation reporting to the ACB, in order to
enable the ACB's member banks to share information on
bad debtors and to assess potential clients’ credit status.

The ACB submitted the organisation’s draft internal Rules
to our Office for the establishment and operation of this
system/database, which was finalised and adopted in
compliance with the Commissioner’s comments/recom-
mendations. The Rules were brought into effect and
the system has been operational since November 2009.

A private company that intends to launch a service
similar to Google Street View asked for our Office’s views

26

Thirteenth Annual Report



on the subject. The proposed service involves taking
photographs of all the public streets in Cyprus and cre-
ating a virtual map which will be available on the web
for visitors to take virtual tours. Potential applications
include the service being used by Municipal Authorities
for identifying locations that require road works.

Taking into account the relevant documents adopted
by Art. 29 WP, our Office informed the company that,
alongside other safeguards, the photographs should be
blurred in a way that would prevent exposing vehicle
number plates and people’s faces. Furthermore, the
service should provide data subjects with an easy way
to submit complaints regarding exposed personal data.
Our Office is currently scrutinising the proposed service.
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Czech Republic

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

The basic legal regulation in the area of personal data
protection is Act No. 101/2000 Coll,, on the protection
of personal data and amendments to some related acts,
which entered into effect on 1 June 2000. The Office
for Personal Data Protection (“OPDP” or “the Office”)
was established on the basis of the provisions of this
Act and has strong powers at its disposal, including
taking measures and direct imposition of fines in case
of breach of law, as well as being an independent body.
The Act essentially implemented Directive 95/46/EC
into the Czech legal order. With effect from 26 July
2004, Act No. 101/2000 Coll. was amended by Act No.
439/2004 Coll., and was thus made fully compliant with
the aforementioned Directive.

The Directive 2002/58/EC was partly transposed in 2004
by Act No. 480/2004 Coll.,, on certain ‘information soci-
ety’ services, where particular provisions on unsolicited
commercial communications were included, with a
new strong competence for OPDP in combating this
“commercial spam”. The Directive was essentially subse-
quently implemented in 2005 by Act No. 127/2005 Coll.
on electronic communications which simultaneously
implements a number of other directives belonging
to the “telecommunications package”.

In 2008, a procedure to amend the Electronic
Communications Act No. 127 resulting from the need
to transpose Data Retention Directive No. 2006/24/EC
into national law was completed.

Since 1 April 2009, when Act No. 52/2009 Coll. added def-
initions of new offences to the Personal Data Protection
Act, the Office has been obliged to prosecute conduct
consisting of a breach of the prohibition of publishing
personal data stipulated by other legal regulations. This
amendment accompanied the “Muzzle Act”, a change
in the Code of Criminal Procedure which responded to
repeated publication of large quantities of personal data
coming from criminal proceedings, mostly in tabloids,
and also in relation to minors. The Office considered it
positive that the amendment particularly pointed out

L

the dangers associated with unrestricted publication
and bulk disclosure of personal data (including publica-
tion in the media and on the Internet). Unfortunately,
within the public debate accompanying this change in
the criminal procedure, or rather a critical campaign in
most media concentrating on the alleged suppression
of the freedom of speech, the original objective of the
amendment was often neglected: to protect the privacy
of persons injured in crimes (the victims).

Act No. 111/2009 Coll. on basic registers imposed a duty
on the Office, within the newly created eGovernment
system, to establish “source” and “agenda” identifiers of
natural persons and to provide for transfer of the agenda
identifiers of natural persons within the individual elec-
tronic agendas. The new identifiers should, among other
things, reduce the risk of unauthorised processing of
citizens” personal data stored in state registries. The
Office accepted the mentioned competence on the
condition that the creation and transfer of identifiers
would take place in a way that would ensure maximum
security and on the condition that the entire process of
generating the identifiers would be strictly separated
from any actual processing of personal data by the
authorities. At the same time, the current supervision
by the Office of personal data processing within the
existing state registers and the newly proposed basic
registers is in no way prejudiced.

B. Major case law

In 2009, the Office’s legislative activities were concerned
with specific laws having impacts on privacy and data
protection (during the Government lawmaking pro-
cedure it is obligatory for the Office to be consulted).
Attention was particularly focused on the preparation of
the new codification of civil law, the work on new elec-
tronic registers of public administration and regulations
related to healthcare registers. The Office’'s comments
and objections were partly taken into consideration.

C. Major specific issues

When enforcing national law, and by extension EU/EC law,
control and verification work, including on-the-spot inspec-
tions, continues to play a key role. In conformity with Article
31 of the Personal Data Protection Act, the Office’s control
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activities are pursued either based on a control plan oron
complaints. The control plan is drawn up jointly by the
President and inspectors of the Office — the document is
binding and its fulfilment s regularly evaluated at a meeting
of the board of inspectors, which serves as a joint advisory
panel for the President and inspectors. Most of the controls
including on-the-spot inspections related to breaches of
the DP Act were carried out on the basis of complaints
and instigations (909%). The remaining control activities
derived from the Control Plan (8 %) and the instructions of
the President of the Office (2%). It should, nevertheless, be
noted that the last two categories of inspections mainly
involve more complex control procedures.

Special attention when establishing the 2009 Control
Plan was paid to the following areas:

Public administration information systems - processing of
personal data was a frequent subject of inquiries and
requests for consultation (controls were concerned with
record of the population).

Multinational information systems - the controls were
mostly initiated by the joint supervisory bodies SIS and
EURODAC and other EU initiatives (i.e. traffic data in
transport systems).

Personal data processing in the use of camera surveillance
systems - the Czech DPA has applied the basic personal
data protection principles published in the official DPA
position.

Information systems on the area of justice - the Czech DPA
encountered personal data processing in relation to
activities including administrative sanctions.

In cases where the control indicated violation of the DP
Act, administrative proceedings were pursued against
the relevant parties for offences related to the (illegal?)
processing of personal data. In those cases, fines were
imposed. Those liable to the proceedings can lodge
an appeal against the decision with the President of
the Office.

Statistical data on complaints addressed in 2009:

Total 879
of which:

submitted for control 129
submitted for commencement of proceedings ... 43
forwarded to other competent bodies ... 24
suspended with notification 683
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The above-mentioned control activities do notinclude
those concerned with unsolicited commercial communi-
cations ("marketing spam”). In 2009, this special agenda
involved 2261 instigations/complaints, of which 1678
instigations/complaints were resolved; 131 controls were
completed and 112 sanctions were imposed.

In the high priority framework of public relations and
awareness, in 2009 the Office continued to develop
the tradition of organising balancing press conferences;
however, communication with the media was focused
mainly on everyday service and provision of topical
information on the website.

The yearly competition for children and teenagers “This
is my private space! Don't look and don't poke about!”
was also launched in 2009 and the Office noted greater
participation and a shift in quality. The awards for the
winners were traditionally presented as part of the Zlin
International Festival of Films for Children and Teenagers.
The children’s competition entries were exhibited at the
beginning of the new school year in the anteroom of
the Senate Meeting Hall and on several other occasions.

2009 marked the third year of the Office’s ongoing
teacher training programme concerned with personal
data protection in education within a three-year accredi-
tation by the Ministry of Education, Youth and Sports.
Approximately 200 teachers participated in a workshop
in which the Office provided the relevant expertise.

The Office also considered it important to meet with
senior citizens (in cooperation with the Third Faculty
of Medicine of Charles University), for whom it is neces-
sary to regularly explain the meaning of personal data
protection, and raise their awareness of the fact that
they have a right to protection of privacy.

A workshop concerning the issue of DNA profiles, which
was initiated on the basis of the Office’s control findings,
was organised in the Senate under the auspices of its
Vice-President in the autumn of 2009. The workshop
raised a number of issues that require a precise legisla-
tive basis.

of the Article 2
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Denmark

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

The Act on Processing of Personal Data (Act No 429 of
31 May 2000) was adopted on 31 May 2000 and came
into force on 1 July 2000. The English version of the Act
can be found at the following address:
http://www.datatilsynet.dk/english/
the-act-onprocessing-of-personal-data/

The Act implements Directive 95/46/EC on the pro-
tection of individuals with regard to the processing of
personal data and on the free movement of such data.

Directive 2002/58/EC has been transposed into national

law in Denmark by:

- The Danish Constitution;

- Acton Marketing Practices, Section 6 (cf. Act No 1389
of 21 December 2005);

+ ActNo 429 of 31 May 2000 on Processing of Personal
Data;

« Act on Competitive Conditions and Consumer
Interests in the Telecommunications Market (cf. Exec.
Order No 780 of 28 June 2007);

« Executive Order No 714 of 26 June 2008 on the
Provision of Electronic Communications Network
and Services;

« Chap. 71 of Law on Administration of Justice, cf. Exec.
Order No 1069 of 6 November 2008;

. Section 263 of the Penal Code, cf. Exec.

Order No 1068 of 6 November 2008.
According to Section 57 of the Act on Processing
of Personal Data, the opinion of the Danish Data
Protection Agency (DPA) shall be obtained when
orders, circulars or similar general regulations of impor-
tance for the protection of privacy in connection
with the processing of data are to be drawn up. The
provision also concerns bills. In 2008 the DPA gave
its opinion on several laws and regulations affecting
privacy and data protection.

In 2009 there were two amendments to the Danish Act

on Processing of Personal Data:

- A new section 72 a of the Danish Act on Processing
of Personal Data was adopted to implement Council

sk
1%

Framework Decision 2008/977/JHA of 27 November
2008 on the protection of personal data processed
in the framework of police and judicial cooperation
in criminal matters.

« A new subsection 3 to section 1 of the Danish Act
on Processing of Personal Data was adopted. Until
2009, the Danish Public Administration Act applied to
manual exchange of personal data between public
bodies. As a consequence of this amendment, the
Danish Act on Processing of Personal Data now applies
to manual disclosure of data between public bodies.

B. Major case law

The DPA has handled several cases regarding online
social networks.

The online social networks collect large amounts of
the users’ personal data and possess large amounts of
information.

Social networks are a developing area and new chal-
lenges regarding protection of personal data constantly
arise along with the technological developments and the
new privacy settings on the social networks’ websites.

In Denmark, Facebook has received a lot of press cov-
erage, and many citizens have contacted the DPA
regarding Facebook. According to Facebook, there are
more than two millions Danish users of Facebook.

The DPA started a dialogue with Facebook in April 2009
and raised a number of questions — partly based on
enquiries from Danish users — regarding Facebook'’s
processing of personal data.

Furthermore, the DPA has asked Facebook for more
information on any data sharing with third parties that
takes place with the different applications.

The DPA is still in dialogue with Facebook. More infor-
mation and advice about social networks, as well as
the letters from Facebook, can be found on the DPA’s
website, www.datatilsynet.dk
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C. Major specificissues

Video Surveillance in general

In 2008 and 2009, the DPA handled several cases
regarding video surveillance. Some of these cases were
complaints over unjustified disclosure of data. Others
were cases initiated by the DPA on its own initiative,
due to press coverage, for example. Most of these cases
deal with illegal disclosure of video surveillance data
containing personal data via the internet or to the press.

In 2008 and 2009, the DPA reported some of the cases
regarding violation of the rules of chapter 6a on video
surveillance in the Danish Act on Processing of Personal
Data to the police.

A few of these cases have come to trial, and in these
cases some claims have been dismissed due to the
courts view of the merits of each individual case. In other
cases, where the DPA has reported violations, the com-
panies in charge have accepted a fixed penalty notice.

In 2009, the DPA did not find cause for police reporting
as many cases of violation of chapter 6a of the Danish
Act on Processing of Personal Data as in previous years.
The DPA estimates that this is due to the press cover-
age of some of the earlier cases which were reported
to the police.

Video Surveillance in taxis

In 2009, the Danish Road Safety and Transport Agency
consulted the DPA regarding a Danish Parliamentary
draft decision on video surveillance in taxis. The DPA’s
comments on the draft were critical regarding a number
of issues.

Later in 2009, the DPA commented on a bill that made
it mandatory to have video surveillance in taxis. This bill
was based on the Parliamentary draft decision regarding
video surveillance in taxis, which the DPA earlier had
given critical remarks, and the DPA also made a number
of comments on the bill.

The bill introduces an obligation to install video sur-
veillance in taxis with regard to help solving cases of
robberies and violent attacks on taxi drivers. Furthermore,
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the bill will help prevent and solve robberies and violent
attacks on passengers.

The bill is expected to be tabled in spring 2010.
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Estonia

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

Directive 95/46/EC is implemented in the Estonian
Personal Data Protection Act (the English version is
available on the Inspectorate’s website: http:/www.
aki.ee/eng/?part=html&id=105). The new version of the
Act started to apply from 1 January 2008. Since then,
there has been no modification to the legislation on
personal data protection.

The Directives 2002/58/EC and 2006/24/EC are imple-
mented in the Electronic Communication Act (the latest
translation is not yet available). The obligation to collect
and retain traffic data was enacted in 2007. The data
retention that concerns the fixed network telephony
data and mobile telephony data came into force as of 1
January 2008. The retention of data concerning Internet
access, Internet e-mails and Internet telephony came
into the force on 15 March 2009. Therefore, since 2009,
all Estonian telecommunication service providers have
been obliged to collect traffic data, as has also become
evident during the supervision proceedings conducted
by the Inspectorate.

B. Major case law

With regard to blogs and social networks

The Estonian Data Protection Inspectorate receives many
complaints regarding the use of personal data with-
out consent in blogs or social networks. In most cases,
requests were made for the removal of pictures or other
personal data. At the same time, the Inspectorate had to
take into consideration that, in some cases, the reason
for the complaint related to disagreement between
two persons, which meant that the data or photos were
made public as an act of revenge. Unfortunately, as pub-
licawareness continues to increase, these kinds of cases
are becoming increasingly common. The Inspectorate
takes the position that these kinds of issues should be
discussed in the civil courts and not by the data protec-
tion authority.

In some cases, the Inspectorate interprets blogs as
“oublic journalism”, and thus are subject to the same

principles as professional journalism. The disclosure of
personal data for journalistic purposes is regulated in
the Personal Data Protection Act as follows:

Personal data may be processed and disclosed in the media
for journalistic purposes without the consent of the data
subject if this is in the predominant public interest and
in accordance with the principles of ethical journalism.
Disclosure of information shall not cause excessive damage
to the rights of a data subject.

A data subject has the right to demand, at all times, that
the person disclosing his or her personal data terminate the
disclosure, unless such disclosure is carried out based on law
or pursuant to the abovementioned principle and further
disclosure does not excessively damage the rights of the
data subject. A demand for the termination of disclosure
of personal data shall not be made to a person disclosing
personal data with regard to data carriers over which the
person disclosing the personal data has no control at the
time such demand is made.

With regard to online cameras and video-surveillance
During 2009 the Inspectorate carried out supervisory
operations relating to online cameras. There have been
cases in which public online cameras are configured in
such away that the camera violates the privacy of other
people (for example, the camera can be turned and
zoomed to view another person’s home).

Also, the Inspectorate is carrying out extensive on-site
supervisory operations on video-surveillance as a long-
term project (for example, in department stores and
workplaces). So far the results of the supervisory opera-
tions have shown that in some cases even the simple
notification is insufficient. According to the Personal
Data Protection Act:

Surveillance equipment transmitting or recording personal
data may be used for the protection of persons or property
only ifthis does not excessively damage the justified interests
of the data subject and the collected data is used exclusively
for the purpose for which it is collected. In such case, the
consent of the data subject is substituted by sufficiently clear
communication of the use of the surveillance equipment
and of the name and contact details of the data processor.
This requirement does not extend to the use of surveillance
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equipment by government agencies derived from and pur-
suant to the procedure provided by law.

C. Major specific issues

For the third year running, the Inspectorate has chosen

priority topics and issued guidelines on these matters.

The guidelines for 2009 are only available in Estonian:

- The Processing of Personal Data during Election
Campaigns - http://www.aki.ee/download/1101/era-
kondadekampaaniad_200309%20(2).rtf

- The Processing of Personal Data by the Financial
Authorities - http:/www.aki.ee/download/1037/
AKI9%20krediidiasutuste%20juhend.pdf

- The Processing of Personal Data in Genealogical
Research - http://www.aki.ee/download/1404/
Isikuandmete%20t66tlemine%20suguvosa%20uurim-
iseks%20171100.rtf

- The Processing of Personal Data in Scientific Research -
http://www.aki.ee/download/1469/Isikuandmete%20
t6otlemine%20teadusuuringus.rtf

« The Use of National ID Codes — http:/www.aki.ee/
download/1102/Isikukoodi%20kasutamise%20juhis.rtf

« The Personal Data Disclosure of Utility Service Debtors
- http:.//www.aki.ee/download/1240/JUHIS%209%20
Korterivolglaste%20avaldamine%20090309.rtf

- The Right to Request Your Data — http://www.aki.
ee/download/1045/kusi_oma_andmeid_090309.rtf

In addition, we have drafted guidelines for holders of
public information. The public information guidelines
include the maintenance of document registers and
data disclosure on the websites of public authorities.
The guidelines in Estonian are available here: http://
www.aki.ee/est/?part=html&id=125.

Chapter Two Main Developments in Member States
Estonia

of the Article 29 Working Party on Data Protection

33




(Chapter Two Main Developments in Member States
Finland

Finland

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

The Directive of the European Parliament and of the
Council on the protection of individuals with regard
to the processing of personal data and on the free
movement of such data (95/46/EC) was enacted in
Finland with the Personal Data Act (523/1999), which
entered into force on 1 June 1999. The Act was revised
on 1 December 2000 to incorporate provisions on the
Commission’s decision-making, as well as on how bind-
ing these decisions are in matters concerning the transfer
of personal data to countries outside the Union under
the Data Protection Directive.

The protection of privacy has been a basic right in Finland
since T August 1995. Under the Finnish Constitution, pro-
tection of personal data is regulated by a separate act.

The Acton Data Protection in Electronic Communications
(516/2004), which entered into force on 1 September
2004, implemented the Directive on Privacy and
Electronic Communications (2002/58/EC). The purpose
of the law is to ensure confidentiality and protection of
privacy in electronic communications and to promote
information security in electronic communications and
the balanced development of a wide range of electronic
communications services.

The responsibility for enforcing the law was split up so
that the mandate of the Office of the Data Protection
Ombudsman includes: regulations on processing loca-
tion data, direct marketing regulations, regulations on
cataloguing services, and regulations on the specific
right of users to obtain information.

In this respect, it should be noted that according to the
Penal Code, the prosecutor is obligated to consult the
Data Protection Ombudsman before pressing charges
in a matter concerning a violation of the secrecy of
electronic communication.

Amendments
During the year under review, there were no actual
amendments to the Personal Data Act (523/1999).

1_

The amendment to the Act on the Protection of Privacy
in Electronic Communications entered into force on 1
June 2009. The amendment gives association subscrib-
ers the right to process identification data in order to
prevent and detect illegal use of fee-based information
society services, communications networks or commu-
nications services or business espionage as referred to
in the Criminal Code (Rikoslaki 39/1889).

lllegal use of a communications network or service can
be, for example, installation of a device, software or
service on the communications network of the associa-
tion subscriber, opening illegal access to the association
subscriber’'s communications network or service to a
third party or other comparable use of the communica-
tions network or service if it infringes instructions of use.

The right referred to above does not apply to identifica-
tion data of fixed or mobile phone network services.

The amendments required by this so-called Lex Nokia
were entered in sections 2 and 21 of the Act on the
Protection of Privacy in Working Life (Laki yksityisyyden
suojasta tydeldmadssad 759/2004) and they entered into
force on 1 June 2009.

During the year under review, the amendments required
by the directive (2006/24/EC) were entered in the Act on
the Protection of Privacy in Electronic Communications
(516/2004). The legal obligation to store telecommunications
identification data entered into force on 15 March 2009.

In 2006, the Finnish Parliament demanded that the
Government begin preparation of legislation on the
general protection of personal data in biometric iden-
tification. According to the Ministry of Justice, which is
responsible for preparing the Act, the general provisions
on the processing of biometric identification will be
prepared in conjunction with the general review of the
Personal Data Act (95/46/EC art. 8 paragraph 7) to be
commenced later. However, the Act on Strong Electronic
Identification and Electronic Signatures (Laki vahvasta
sdhkoisesta tunnistamisesta ja sahkoisista allekirjoituk-
sista 617/2009) entered into force on 1 September 2009.
It establishes strict quality obligations for providers of
identification services. According to the Act, biometric
identification can also be used as strong identification.
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B. Major case law

The European Court of Justice (Grand Chamber) gave
its ruling on the publication of data on earned income
on 16 December 2008. The matter related to the scope
of application of Directive 95/46/EC, the processing
and mobility of personal data on taxation, protection
of individuals and freedom of speech. The Court left
the definition of the journalistic processing as referred
to in Article 9 of Directive 95/46/EC to be established
by a national court. However, according to the ruling,
the Data Protection Directive must be applied to the
processing of personal data derived from public data
sources and the use of previously published lists or
services. The Supreme Administrative Court gave its
judgement on 23 September 2009, KHO:2009:82. The
Court sent the case back to the Data Protection Board,
obligating the Board to send a refusal to Satamedia
on their continued publishing of the data. The refusal
covered both the publications and the SMS service.
The Court stated in its judgement that Article 2.4 of the
Finnish Personal Data Act is not in line with the ECJ's
interpretation of the scope of application of the directive.
The Court reached its decision taking into account the
balance between freedom of speech and protection
of private life. The Court pointed out that this balance
requires that, in relation to freedom of speech, informa-
tion provided to the audience must have importance
in society and not only serve the needs of curiosity. In
relation to the purpose of journalism, the Court focused
on how these “newspapers” were actually produced.
Since the database (register) was printed as such, it
could not be created only for a journalistic purpose. The
court’s decision was that Veropoérssi had no legal basis
for processing personal data and thus the text message
service was also illegal. The Court did not tackle the
issues of taxation data as such or the question of the
balance between freedom of speech and privacy. The
service provider of the SMS service notified the DPA on
28 September 2009 that they would stop the service on
30 September 2009 on the basis of evident illegality.
In practice, Finnish newspapers will, in the future, also
publish this kind of personal data about persons who
are likely to be socially important.

Future amendments to the Finnish Personal Data Act
on the inconsistency of Article 2.4. will be prepared
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by the Ministry of Justice, which recently published a
future work plan that also includes an update to the
Personal Data Act.

In its decision dated 26 November 2009, the Data
Protection Board prohibited Satakunnan Markkinapdrssi
Oy from processing data pertaining to earned and capi-
tal income and assets of natural persons to the extent
and in the manner that took place in connection to
2001 tax records. Moreover, the Data Protection Board
has prohibited Satakunnan Markkinapdrssi from submit-
ting data they have collected and stored pertaining
to earned and capital income and assets of natural
persons through an SMS service or for any other pur-
pose. The Data Protection Board has also prohibited
Satamedia Oy, due to infringement of the Personal Data
Act (Henkilotietolaki 523/1999), from collecting, storing
and submitting further data pertaining to earned and
capital income and assets of taxpayers received from the
Satakunnan Markkinaporssi Oy register and published
in printed form in a publication entitled Veroporssi.
According to information received from the Helsinki
Administrative Court, an appeal has been lodged against
the decision (communicated on 12 January 2010) of the
Data Protection Board. The matter has been transferred
to the Turku Administrative Court since the domicile of
the company has changed.

The competent Data Protection Board gave its deci-
sion on the matter initiated by the Office of the Data
Protection Ombudsman on the authentication of quick
loan applicants via mobile phone. In its decision, the
Data Protection Board ruled that the practice whereby
the creditor identifies the loan applicants solely on the
basis of the name, social security number, address and
telephone number data provided via a text message that
is accepted as a loan application, cannot be considered
as a sufficiently reliable practice. Therefore, the Board
prohibited the respondent, who followed an authen-
tication process commonly used in the sector, from
processing personal data in the aforementioned manner.
The respondent lodged an appeal against the decision of
the Data Protection Board to the relevant appeal court.
Partly due to this case, a proposal to enact a general
law on authentication was put forward in Finland. The
overall reform of legislation on consumer credit was
implemented with the amendment of chapter 7 of the
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Consumer Protection Act (Kuluttajansuojalaki 38/1978)
which entered into force on 1 February 2010.

C. Major specificissues

Attention on special laws

According to section 10 of the Finnish Constitution, the
protection of personal data must be enacted in law. Due
to this provision, there are currently up to 650 special
laws legislating on the protection of personal data. With
regard to the transfer of data between authorities, the
general law to be applied alongside the Data Protection
Actis the Act on the Openness of Government Activities.

As examples of the principle of accountability, thereis a
requirement to produce a data balance sheet in special
laws and statutes. For example, according to subsection
1 of section 2 of the government decree on ICT Agency
(HALTIK) (Valtioneuvoston asetus Hallinnon tietotekni-
ikkakeskuksesta 810/2007), the ICT Agency must annually
report significant issues pertaining to processing of data
within its mandate to the Ministry of the Interior and the
Office of the Data Protection Ombudsman, by the end
of April. The decree entered into force on 1 March 2008.

According to section 60, the Act on the Population
Information System and the Identification Services of
the Population Register Centre (Laki vdestotietojarjest-
elmasta ja Vaestorekisterikeskuksen varmennepalveluista
661/2009), the Population Register Centre must provide
a detailed report on the processing of data and event
information stored in the log register at least once a year.
The act entered into force on 1 March 2010.

Surveys conducted
During the year under review, the Office of the Data
Protection Ombudsman conducted several surveys.

During summer 2009, the Office of the Data Protection
Ombudsman implemented a sector-wide survey on
market and opinion polls. Questionnaires sent to a hun-
dred companies charted procedures pertaining to polls
and the extent of personal data processing. Particular
attention was paid to the upholding of civil rights. The
sector survey showed that some of the market and
opinion poll makers know the requirements of data pro-
tection legislation, and take them into account in their

activities. However, some of the answers demonstrated
a lack of knowledge with regard to data protection
requirements. Citizens’ names and contact informa-
tion are acquired for research purposes, especially from
electronic directory and directory inquiry services, as
well as official registers.

The Office of the Data Protection Ombudsman con-
ducted a large inspection which focused on the national
register of the Employment and Economic Development
Offices. The Employment and Economic Development
Offices have 200 outlets all over Finland. Individual clients
are offered services for job seeking, career planning,
occupational rehabilitation and entrepreneurship. The
Employment and Economic Development Office also
gives advice on applying for unemployment benefits
and supports access to employment in different ways.
The purpose of the inspection was to see if the process-
ing of personal data in the national register was done
according to the legislation. The inspection led to a
number of conclusions, which were submitted to the
Ministry of Employment and the Economy. The Ministry
made several amendments and other measures on the
basis of the inspection.

Since, in Finland it is possible for the Data Protection
Board to issue a permit to process personal data and
set special conditions for processing, the Office of the
Data Protection Ombudsman conducted a survey on
how well permit recipients followed permit decisions
and their conditions. The survey results showed that
permit conditions are followed well.
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France

A.Ilmplementation of Directives 95/46/EC and
2002/58/EC and other legislative developments

France transposed the European directive of 24 October
1995 with the law of 6 August 2004, which amended the
law of 6 January 1978. An initial implementing decree
adopted on 20 October 2005 was amended on 25 March
2007, with a view to incorporating the necessary pro-
cedural changes.

B. Case law

Court of Cassation decision of 8 December 2009 con-
cerning whistleblowing

Ina decision dated 8 December 2009, the social division
of the Court of Cassation recalled that the scope of the
whistleblowing authorised by the National Commission
for Information Technology and Civil Liberties (the CNIL)
within the framework of Single Authorisation No. 4 must
be restricted.

This decision does not challenge the actual principle of
whistleblowing schemes and clarifies the interpretation
difficulties encountered by courts.

In order to comply with the requirements of the United
States’ Sarbanes-Oxley Act, the company Dassault
Systémes introduced a “code of business conduct” set-
ting out the rules that employees must observe in the
course of their work. A notable feature of this code is a
whistleblowing system that enables employees to report
any violation via a dedicated e-mail address. Prior to
implementing the system, Dassault Systemes produced
a statement of compliance with Single Authorisation
No. 4.

In the dispute proceedings resulting from this whistle-
blowing system, the Court of Cassation recalled that the
scope of the Single Authorisation must be restricted.
The Court clearly stated that as the implementation of a
professional whistleblowing system is subject to compli-
ance with the Single Authorisation, it must be limited
to the areas of accounting, finance and anti-corruption.
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Indeed, Article 3 of the CNILs Single Authorisation No.
4 made provision for the taking into account of facts
outside of that scope that affect “the vital interests of
the organisation or the physical or moral integrity of its
employees”. The Court of Cassation specified that said
article must not be interpreted as permitting a broad-
ening of the purpose of whistleblowing schemes as
provided for by the Single Authorisation. Whistleblowing
systems that do not strictly comply with the condi-
tions of Single Authorisation No. 4 must be subject to
specific authorisation to be granted by the CNIL on a
case-by-case basis.

Moreover, the Court of Cassation stressed the need for
companies to inform the persons concerned, in accord-
ance with the provisions of the French Data Protection
Act. On this point, the decision reiterated that “the infor-
mation measures provided for by the law of 6 January
1978 and contained in the Single Authorisation deci-
sion must be stated in the document establishing the
whistleblowing procedure”. Indeed, in the Dassault case,
this information was incomplete, as it involved rights of
access, correction and objection.

The CNIL is soon due to amend its Single Authorisation
in light of the decision rendered by the Court of
Cassation and observations made during recent audits
of companies.

C. Operation and activities of the CNIL

Adoption of resolutions
In 2009, the CNIL was in session 48 times for 35 plenary
sessions and 13 dispute sessions.

These meetings led to the adoption of 719 resolutions,
an increase of 22.7% compared with 2008.

In 2009, the CNIL adopted:

« 544 authorisations (+39% compared with 2007);

- 5authorisation denials;

- 35 recommendations on the processing of sensitive
or high-risk data.

Since the introduction of the law of 6 August 2004, the
CNIL has had disciplinary powers that give it the right to
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impose fines of up to €150,000 (€300,000 in the event of
a repeat offence), with a cap of 5% of turnover.

In 2009, the CNIL issued a total of:
- 5 financial penalties;

- 4 warnings;

- 90 formal notices.

Referrals

The CNIL received 6,482 referrals in 2009

In 2009, 4,265 complaints regarding breaches of the
French Data Protection Act and 2,217 requests for indi-
rect access rights were received by the CNIL. This reflects
a slight decrease (-11.8%) compared with 2008 (2,516
requests).

Database notifications were also slightly down in 2009:
68,185 compared with 71,990 in 2008, a reduction of
around 5%.

Inspections

2009 confirmed the growing importance of inspections
in the work of the CNIL, both with regard to the number
of inspections conducted and the increasing variety
of sectors inspected. The CNIL has implemented new
procedures to respond to developments in case law
relating to its activities.

First of all, some figures. 270 inspections were con-
ducted in 2009, an increase of nearly 24%. The
consistent increase in the number of inspections carried
out is not a new phenomenon and reflects the CNILs
wish to fully embrace the philosophy of the 2004 law
that favours the on-site inspection of databases, which
benefits the people whose data is being processed.

The largest proportion of inspections (31% of all inspec-
tions conducted) are performed within the framework
of the annual inspection programme adopted by the
plenary session. The 2009 inspection programme was
largely kept to.

Highlights of 2009

a. The CNIL reaches maturity

2009 was marked by several parliamentary initiatives
aimed at amending the French Data Protection Act.

It is worth mentioning, in particular, the fact that at the
end of 2008, the Senate’s Laws Committee entrusted
to Senators Anne-Marie Escoffier and Yves Détraigne a
reflection on respect for privacy in the era of digital
memory.

The recommendations they made in their information
report have been partly translated into a bill that was
examined by the Senate in March 2010. Firstly, this bill
envisages increasing the effectiveness of the right to
erasure of data by strengthening the obligation to pro-
vide information about the data retention period and
facilitating the exercise of the right of removal, especially
on the internet. On this subject, the Secretary of State
for Forward Planning and Development of the Digital
Economy, Nathalie Kosciusko-Morizet, also launched,
in November 2009, an extensive public consultation
on the right to erasure of data, the main aim of which
is to identify best practices and draft a charter for their
implementation.

Moreover, the bill aims to make Information Technology
and Civil Liberties Correspondents compulsory when
a public authority or private organisation processes
personal data, when more than fifty people have direct
access to said data or are responsible for its handling.

The intention is also to strengthen the inspection and
disciplinary powers of the CNIL, as well as to increase
its possibility to act before the courts. Finally, the bill
presented to parliament aims, inter alia, to specify the
obligations of the data controller in the event of a viola-
tion of the integrity or confidentiality of personal data
and to change the way police records are managed.

i. The strategy of openness

The Rights Protection Ombudsman

The Rights Protection Ombudsman (Défenseur des Droits)
established by the constitutional reform of 23 July 2008 is
due to become a member of the CNIL. The Ombudsman
will be able to participate, either in person or through a
representative, in the discussions of the Committee in an
advisory capacity (Article 9 of the draft organic law). The
CNIL will, therefore, be made up of 18 commissioners.
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The Chairman of the CNIL is delighted about the forth-
coming addition of the Ombudsman to the CNIL, which
will enhance protection of the rights and freedoms of
our citizens.

Increase in hearings and international openness

In'a move to achieve greater international openness and
improve understanding of the government’s projects,
the technologies and service offers currently being
developed and/or current and future challenges, the
CNIL organised more than 20 hearings during its plenary
sessions in 2009.

In particular, members of the government were heard,
namely: Nathalie Kosciusko-Morizet, Secretary of State
for Forward Planning and Development of the Digital
Economy and Eric Besson, Minister of Immigration,
Integration, National Identity and Cooperative
Development. Companies such as St Gobain, PSA, Air
France and IBM were also heard by the CNIL.

In plenary sessions dedicated exclusively to interna-
tional issues, the Chairman of the United States' Federal
Trade Commission was also received by the CNIL in
October 2009. In addition, within the framework of
international cooperation, the CNIL regularly welcomes
foreign delegations from around the world on study
missions in France and/or Europe to share its experi-
ence regarding data protection and the organisation
and powers of its supervisory authority. Thus, in 2009,
the CNIL had the pleasure of receiving delegations from
China, Russia (on two occasions), Indonesia, Armenia and,
finally, Turkey, in order to exchange ideas about issues
including digital signatures, police records, access to
information, cybercrime and e-government.

Finally, in 2009, the Chairman of the CNIL became heavily
involved, particularly through the AFAPDP (Francophone
Association of Data Protection Authorities), in starting and
consolidating actions to promote this positive dynamic.
With the support of the International Organisation for
the French-Speaking World, the AFAPDP organised the
3 Annual Francophone Conference of Data Protection
Commissioners, which took place in Madrid in November
20009. This conference offered a unique platform to the
30 delegations representing francophone countries and
international organisations and was an opportunity to
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raise awareness and share experiences with francophone
states that do not yet have any data protection legisla-
tion, as well as lay the foundations of a partnership with
the Ibero-American Data Protection Network.

ii. Greater transparency
Until now, the CNIL was not authorised to disclose its
opinions about bills.

Indeed, the Commission on Access to Administrative
Documents (CADA) considered that the CNIL could
not publicly disclose an opinion “so long as it was of a
preparatory nature, that is, so long as the bill, order or
decree to which it related had not been adopted”. Even
when it had lost its preparatory nature, the opinion of the
Commission concerning “cases examined in the Council
of Ministers, i.e. bills, orders and decrees’, could not be
disclosed. Consequently, members of parliament found
themselves in a paradoxical situation: they debated
matters examined by the CNIL, but could not take into
account its opinion, even though they knew it existed.

The example of the HADOPI bill

On 3 November 2008, a daily financial newspaper
published the opinion of the CNIL dated 29 April 2008
regarding the HADOPI bill, outside of any legal frame-
work and despite the fact that our Commission was
not authorised to disclose it. That publication revealed
the CNIUs position in relation to the bill in its original
version. After said opinion, the wording was extensively
reworked by parliament. For example, in the preliminary
bill, the High Authority for the Dissemination of Works
and the Protection of Rights on the Internet could oblige
access providers to filter content, which risked violating
freedom of expression, which the CNIL highlighted. In
the version submitted to the parliamentary assemblies,
it was stipulated that only the judicial authorities could
order access providers to filter content.

This situation, which forced the CNIL to be silent about
its own opinions and also deprived the parliament of
knowing them, is now in the past. Indeed, the law of
12 May 2009 on the simplification and clarification of
the law and streamlining of procedures was the result
of the initiative of Jean-Luc Warsmann, Chairman of the
Laws Committee of the National Assembly, and now
stipulates that: “At the request of the Chair of one of
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the standing committees of parliament, the opinion
of the Commission on any bill may be made public”.

The recent legislative evolution, therefore, constitutes
amajor advance with regard to the transparency of the
activities of the Commission and will help improve the
quality of parliamentary work.

iii. The CNIL welcomed new members in February 2009
Jean-Paul Amoudry, Senator (UC) for Haute-Savoie
Jean-Francois Carrez, Division President at the Court
of Audit

Claire Daval, Lawyer, lecturer in Public Law at Lille 2
University

Marie-Hélene Mitjavile, Councillor of State

Dominique Richard, Consultant

b. Technological expertise

The CNIL assists companies and public authorities
from the stage of designing their systems. Through
its advisory role and during the examination of formal
files, the Commission may have to advise companies or
public authorities to modify their systems, use alterna-
tive technical solutions or incorporate data protection
guarantees.

In the field of health, the CNIL is on the steering com-
mittee responsible for implementing the new national
health identifier, which will be the cornerstone of the
future individual electronic medical record. It is also
part of the committee working on the RGI (Référentiel
Général d'Interopérabilité), which is a framework of rec-
ommendations describing standards and best practices
to facilitate interoperability between the information
systems of the public administration, published on
12 June 2009.

Moreover, following studies carried out last year on
biometric devices for finger vein pattern recognition, a
form of biometrics considered untraceable, in May 2009
the CNIL adopted a Single Authorisation concerning
these devices when used for the purpose of controlling
access to restricted areas in places of work. Palm vein
pattern recognition had also been used in applications
designed to combat cheating in exams.

Targeted advertising

The economic models of many leading internet com-
panies are based on the supply of services that are
seemingly “free” to the internet user, but which are
mostly, if not exclusively, financed by advertising.

Targeted marketing has become the “fuel” of the digital
economy, which is increasingly hungry for personal data.

These developments raise fears about systematic profil-
ing of internet users without their knowing, as well as
the risk of commodification of individual profiles among
content providers and advertisers.

In its report, which was made public in March 2009,
the CNIL looked at the various online advertising
techniques, the risk of privacy violations and possible
countermeasures.

Nanotechnologies

In its warning and advisory role, the main task of the CNIL
is to ensure that the development of new technologies
does not violate human identity, human rights, privacy
or civil liberties.

The main challenges linked to the growth in nanote-
chnologies lie in the difficulty of controlling something
that cannot be seen and detecting the risks that they
pose, particularly in terms of the traceability of people
and the right to privacy.

How can we ensure that we are informed of the exist-
ence, purpose and effects of an invisible (or nearly
invisible), dispersed technology? How can we ensure
that the development of these technologies will not
give rise to "hyper traceability” of people, jeopardising
their freedom to come and go? Because this freedom
does not exist if anonymity is not guaranteed!

In the face of these challenges, it is essential to consider
how this area should be regulated, as well as a possible
evolution of the legislative framework. In particular,
should certain uses of nanotechnologies be banned?
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It is also important to identify which rules to promote
for the protection of individuals. The principles of no
harm, proportionality, safety, information and individuals’
control over their personal data are guarantees that need
to be integrated upstream, at the stage of designing
nanotechnology systems and applications.

That is why the CNIL actively participated in the large
national public debate on nanotechnologies, with
the aim of raising the awareness of individuals and
public authorities to the risks inherent in these tech-
nologies. One of its main activities was the drafting
of a “Stakeholders’ Guide” summarising its questions.

Standardisation

In 2008, the CNIL teamed up with GCSSI, the group in
charge of the standardisation of safety at AFNOR (the
French Standardisation Association), with the aim of
positioning itself as a central standardisation actor in
key areas of data protection. This group prepares the
French positions on draft ISO standards.

ISOis currently developing draft standards for the protec-
tion of privacy and personal data. Since 2005, it has been
working on a draft standard called ISO 29100 “Privacy
Framework”, which establishes common requirements
and a common terminology for privacy protection at
international level. It is a founding document that could
eventually serve as a reference for other standards.

As the structure and principles of this draft standard
appear less stringent than and often in contradiction
with European standards, the Chairman of the CNIL
urgently mobilised WP29 and the European Commission
on this matter in June 2009. WP29 gave this matter its
full attention and the CNIL coordinated the preparation
of comments with its European counterparts, as well as
with its industrial and institutional contacts at AFNOR.

For the first time, in November 2009, a CNIL representa-
tive participated in one of the biannual international
meetings of the group responsible for preparing this
standard at 1SO. ISO highlighted its interest in receiv-
ing contributions from data protection authorities and
expressed its wish to formalise a “link” with WP29.
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Moreover, ISO decided to set up a Privacy Steering
Committee (PSC) in order to better coordinate its
activities in the field of privacy. Aware of the strategic,
cross-cutting importance of this Committee, the CNIL
has managed to have one of its representatives included
in the list of experts on the PSC, the first meeting of
which will take place in February 2010.

Audits of electronic voting systems

During 2009, the CNIL audited electronic elections
organised by private organisations and ministries (indus-
trial tribunal and College of Nurses elections). These
audits were also an opportunity to check the voting
systems offered by the different service providers in
the market.

In particular, the CNIL checks the physical and logical
locks of the electronic ballot box, in order to detect
any modification of the voting device and prevent any
manipulation of votes. It examines whether or not there
is any way of connecting to the voting device during the
ballot. It then checks whether the different programmes
comprising the voting device have been fully assessed,
taking copies of documents and computer databases as
permitted by law. Finally, the Commission examines the
steps taken to verify the identity of voters and ensure
the secrecy of votes.

These audits revealed the inadequacy of the guarantees
provided by the voting devices in terms of data security
and confidentiality.

Consequently, the Commission took disciplinary action
against several organisations that had carried out elec-
tronic elections because it considered that certain
important points of its recommendation had not been
implemented.

c. The STIC audited and criticised

The STIC is a national database that records informa-
tion gathered from proceedings brought by the police
force within the framework of criminal investigations. Its
purpose is to “facilitate the detection of criminal offences,
the gathering of evidence of those offences and the search
for their perpetrators, as well as the use of data for statistical
research purposes”.
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However, this database has also become an administra-
tive investigation tool as, since the introduction of the
law of 21 January 1995 on guidance and planning in
relation to security, it can be consulted in relation to
the recruitment, accreditation or security clearance of
members of a wide range of professions. This applies,
for example, to surveillance and security personnel,
people wishing to work in airports, municipal police
officers, prefects, ambassadors, magistrates, and so on. In
total, it is likely that STIC consultations for administrative
investigation purposes concern more than a million jobs.

The CNIL expressed its opinion on the successive laws
passed to manage this database and, on that occasion,
was able to share its observations'®. Moreover, the daily
work of the CNIL involves performing checks requested
by the interested parties themselves within the frame-
work of indirect access rights. Additionally, in 2009 it
carried out a complete audit of the database, making it
possible to thoroughly assess the operation of the STIC.

Thus, numerous on-site inspections have been carried
out (in police stations, regional criminal investigation
departments, courts, prefectures, etc.) in order to verify
on site the procedures for feeding the database, the
conditions and effectiveness of its updating, access
rights and existing security measures.

The results obtained are rather worrying and reveal that
this database is not updated regularly. Indeed, it appears
that in 2007, only 21.5% of cases closed due to lack of
charges or an insufficiently established offence, 31.17%
of discharge decisions, 6.88% of acquittals and 0.47% of
case dismissals were notified for updating of the STIC.

The CNIL formulated 11 proposals to improve con-
trol and security in the use of the database, in order to
improve the accuracy and updating of the information
recorded and widely consulted.

d. Databases used in immigration matters
Beyond the political controversies in this field that
marked 2009, the databases used within the framework

"®Resolutions No. 98-97 of 24 November 1998, No. 00-064 of 19 December 2000, No.
2005-187 of 8 September 2005.

of the administrative management of foreign nationals
underwent a number of changes.

The OSCAR database

A new database called OSCAR, provided for by the law of
20 November 2007 on controlling immigration, integra-
tion and asylum, was created in 20009. It is a biometric
database that records the fingerprints of the benefici-
aries of an assisted return scheme, that is, foreigners
living in France who choose to return to their country of
originin exchange for financial assistance. The CNIL has
asked that the biometric data of these foreign nationals
be deleted from the database if they are not accepted
into the scheme and that said data only be used for
the purpose of determining whether they have already
received this assistance.

RMV2 (Worldwide Visa Network)

A complete overhaul of the RMV 2 system, which
records visa applications, has been commenced. This
overhaul must make it possible to implement the VIS
(Visa Information System, which will pool information
about Schengen visa applicants between European
states), while also extending access to this informa-
tion to prefectures, customs authorities and even some
members of the police force. It is also envisaged that
external service providers will be used to collect visa
applications and record the corresponding information
in the system, a point on which the CNIL has expressed
serious reservations, given the possibility of this data
being used by those service providers or the authorities
of the countries in which the visas are issued.

GIDESE and FNAD (entry-refusal database)

Two other databases were introduced in 2009, on a
trial basis. The GIDESE database is designed to monitor
the movements to and from Réunion Island of foreign
nationals in possession of a visa, in order to enable the
authorities to locate people staying on the island illegally.

FNAD (entry-refusal database) is a biometric system that
records the fingerprints and photographs of foreign
nationals found not to fulfil the necessary entry condi-
tions by the border control personnel. Created for two
years in 2007 and limited to the border of Roissy airport,
the Ministry of Immigration has extended the FNAD
trial for a further two years. The CNIL ensured that this
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trial was rigorously assessed, in order for the usefulness
of this database, which would only make it possible to
identify persons violating the rules of entry into French
territory on more than one occasion, to be more clearly
established before possibly being rolled out throughout
the national territory.

Records concerning asylum seekers

The CNIL is particularly attentive to the evolution of these
databases, which must be subject to specific guarantees,
given that asylum applications contain highly sensitive
data such as applicants’ ethic origin, political opinions
and religious beliefs.

This year, the Ministry of Immigration created the DN@
database, which is intended to improve the manage-
ment of the accommodation capacity of centres for
asylum seekers. It records information that enables the
individualised tracking of the persons admitted to the
centres. On the recommendation of our Commission,
the DN@ database does not record any data concerning
the social protection or health of the individuals in the
centres, which is not necessary for administrative capac-
ity management. It also demanded that the recipients
of the information (particularly the French Immigration
and Integration Office (OFIl), the asylum services of the
Ministry of Immigration and prefectures) are all subject
to an individual designation and clearance procedure, to
ensure that only the agents directly involved in receiving
asylum seekers have access to the information recorded
in the DN@ database.

The use of databases containing information about
asylum seekers is not limited to the administrative
authorities. Indeed, this year the CNIL authorised
CIMADE, an organisation that defends the rights of for-
eign nationals and works in immigrant detention centres,
to create two computerised databases designed to man-
age the applications of the foreigners it assists at both its
own centres and at the detention centres. CIMADE has
proven particularly attentive to the security measures
surrounding the operation of these databases (data
access rights, traceability of actions, etc.), the informa-
tion retention period, which may not exceed one year,
as well as arrangements for informing individuals and
their exercise of the rights of objection, access and cor-
rection or removal of data concerning them.
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Germany

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

On 1 September 2009, several important amendments
to the Federal Data Protection Act entered into force.
As a reaction to the wave of data protection scandals
in the private sector, which started at the beginning of
2008, the rules on data processing by third parties and
the use of address data for advertising purposes were
tightened. In addition, the data protection authorities
were given broader powers to impose sanctions in the
non-public sector. For the first time, they obtained effec-
tive means of action and are now in a position to have
controversial issues of interpretation clarified by judicial
intervention. Mandatory notification in the case of data
protection breaches is also a new rule: Private companies
are obliged to notify data subjects and the respective
data protection authority in cases of serious violations
of data protection rules. Finally, lawmakers have cre-
ated specific provisions on the collection, processing
and use of employees’ data which also includes paper
files and handwritten records. However, this regulation
does not constitute comprehensive regulation of all
forms of handling employee data; however, according
to Federal Government plans, such a regulation is to be
developed in 2010.

B. Major case law

Prolongation of the Federal Constitutional Court’s pro-
visional orders on data retention for later use

In its decisions of March and October 2008 (file number
1 BVR 256/08), the Federal Constitutional Court provision-
ally restricted the use of data stored according to the
“Act on the new regulation of surveillance in telecom-
munications and other covert investigative measures
and on the implementation of Directive 2006/24/EC". In
this way, the Federal Constitutional Court restricted the
number of crimes for which data may be retained to a
catalogue of serious crimes and it limited the purposes
for the use of data for averting dangers and for the pur-
poses of intelligence services to cases in which there is
animminent threat to a persons' life, limb and liberty, to
the existence or security of the Federation or of a Federal
State or if the use of data is necessary for averting general

danger. As the decisions were respectively restricted to
six months or alternatively until the Court’s ruling on the
main issue, in 2009, they were pertinently prolonged by
the Federal Constitutional Court without any further
amendments of the content. A decision is expected in
relation to the principal proceedings in 2010.

Decision of the Administrative Courtin Berlin torelease
providers from mandatory data retention, repealed by
the Higher Administrative Court of Berlin-Brandenburg
By provisional order, in October 2008, the Administrative
Court in Berlin prohibited the regulatory authority
(Federal Network Agency) from fining providers that
refused to fulfil their obligation of data retention. The
reasons given by the Court for its rulings were that
the provisions on compensation for the telecom-
munications providers’ technological and personnel
investments needed for data retention, were not suf-
ficient. The Federal Network Agency lodged an appeal
against these decisions with the competent Higher
Administrative Court in Berlin-Brandenburg. Contrary
to the Administrative Court, this Court decided on 2
December 2009 that, in any case, the doubts which
exist in relation to costs for setting up the technical
framework to allow the retention of data are not of
such a nature as to waive the obligation of telecom-
munication companies for compliance with compulsory
Community law..

C. Major specific issues

Visa warning data file

The Federal Government elected in 2009 intends to
resume the legislative project on a visa warning data file
inareduced form. In the previous legislative period, this
project failed. With regard to this project, a central criti-
cal point relating to data protection law,, raised against
this project in the last legislative period, shall be taken
into consideration. The Federal Government's intention
is that data on inviting parties and on signatories of the
formal obligation to the immigration authority shall only
be registered if they were identified with illegal behav-
jour in connection with the visa-granting procedure or
in reference to a foreign country.

However, as regards data protection law, there are still
doubts regarding the envisaged regulation. In particular,
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the real requirement and the long-term existence of a
“separate national solution” against the backdrop of
the European Visa-information system (VIS) seem to be
doubtful. In addition, there is still a need for clarification
of the setting up of the Visa warning data file and the
access rights to the stored data.

Adaptation of the Act on the central register of foreign
residents (AZR-Act)

As a consequence of the ruling of the European Court of
Justice on the Huber case (ruling of 16 December 2008,
case G524/06) the Act on the central register of foreign
residents has to be adapted. The new legal regulation
has to ensure that the only data stored in the register
on EU citizens is that which is absolutely necessary for
the application of the provisions related to the right of
residence.

Moreover, the purpose of the data stored in the central
register of foreign residents must be strictly limited.
Therefore, from a data protection point of view, access
of law enforcement authorities to EU citizens' data in
the framework of a so-called “overlapping of tasks” (data
are collected for different tasks and are available to
different authorities for their tasks) is critical if there is
no guarantee that data which has been collected and
processed is exclusively used for purposes related to
the right of residence.

Adoption of the Gene Diagnostics Law

On 24 April 2009 the German Bundestag adopted a law
on gene diagnostics regulating genetic examinations for
medical purposes, for the clarification of parentage and
of issues related to the insurance sector and working life.
In addition, the law regulates the handling of genetic
data. Among the most important basic principles of
the draft is the individual's right to informational self-
determination. This includes both the right to know
one's own genetic medical results and also the right to
ignore them (the right to not know).

Only a doctor of medicine is allowed to carry out a
genetic examination for medical purposes. In this
respect, advice to patients is essential. If an examina-
tion leads to a prognosis of a risk of disease (predictive
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gene diagnostics), advice on genetics prior to and after
the examination is mandatory.

A genetic examination for finding out parentage is only
admissible if the persons whose genetic sample is to be
examined have given their consent to the examination.

With regard to labour law, it is particularly forbidden
to carry out genetic examinations at the request of
an employer. An employer is not permitted to request
the results of a genetic examination that has already
been carried out, and is not entitled to receive them or
use them. However, as regards safety at work, genetic
examinations may be allowed in exceptional cases and
under strict conditions in the framework of preventive
medical check-ups for workers.

Insurance companies are not permitted to request
genetic examinations or the disclosure of results from
genetic examinations that have already been carried
out, or receive or use such results or data, before or after
entering into an insurance contract. There are some
exceptions subject to strict limitations: when entering
into contracts for life assurance, disability insurance,
occupational disability insurance and nursing care
insurance, the results of genetic examinations that have
already been carried out must be presented if a benefit
exceeding 300,000 euros or an annual income amount-
ing to more than 30,000 euros is agreed upon.

Unfortunately, there is a lack of regulation on the
handling of genetic examinations in connection with
research.
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Greece

A.Implementation of Directive 95/46/EC and
2002/58/EC and other legislative developments

A number of legislative developments took place in
2009 related to the national legal framework on per-
sonal data protection. Recently, the Minister of Justice,
Transparency and Human Rights of the new government
announced that the amendments made last summer to
the national data protection act (see point 1, below) and
to the Penal Code (see point 3, below) will be revised,
according to the corresponding opinions of the Hellenic
Data Protection Authority (HDPA) (see Opinion 1/2009
and Opinion 2/2009, below).

1. Amendment of the Greek data protection act 2472/97
with respect to CCTV systems in public areas

A new amendment was made to the Greek data pro-
tection act, 2472/1997, and more specifically to Article
3, i.e. the scope of application of the law. Accordingly,
the law does not apply to the processing of personal
data that is carried out by the relevant public authori-
ties through the use of special technical devices for the
recording of sound or images in public spaces with the
aim of safeguarding the security of the state, national
defence, public security, the protection of persons and
property and the management of traffic. The material
collected through such devices (as long as it does not
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fall under point b of the present article'®) is stored for a
period of 7 days, after which it is destroyed at the order
of the public prosecution authority. Any breach of the
above provisions shall be punished by imprisonment for
a period of at least one year, unless a stricter punishment
is provided for in any other law.

According to the report accompanying the above provi-
sion, the introduction of the aforementioned exception
is considered necessary in light of the high rise in crime
and the methodology employed by the perpetrators
of crime.

2. New law imposing identification of subscribers, users and
technical equipment in the sector of mobile telephony

The new Law 3783/2009, published in August 2009, puts
an end to the anonymity of subscribers (and users) of
pre-pay mobile phones for the purpose of national secu-
rity and the investigation of serious crimes. For the same
purposes, irrespective of the type of contract, it imposes
registration obligations on a) the technical equipment
of mobile phones of subscribers and users and b) the
users’ identification data (i.e. where a subscriber pays
for a series of mobile phone numbers used by other
people, i.e. employees).

"The provisions of this law shall not apply to the processing of personal data which
is carried out by:

a) a natural person in the course of a purely personal or household activity.

b) judicial-public prosecution authorities and authorities that act under their
supervision in the framework of attributing justice or for their proper operational
needs with the aim of verifying crimes that are punished as felonies or
misdemeanours with intent, and especially with the aim of verifying crimes
against life and against sexual freedom, crimes involving the economic
exploitation of sexual life, crimes against personal freedom, property, and the
right to property, violations regarding drugs, plotting against public order,
and crimes against minors. With respect to the above, the existing material
or penal procedural provisions apply. During the exercise by the citizens of
their right to assembly, pursuant to article 11 of the Constitution, the use
of sound or image recording devices or other special technical means is
allowed under the conditions referred to in the next item.

The recording of sound or image through any technical device
with the aim of verifying the commitment of the above mentioned
crimes is allowed at the order of the public prosecution authority and
provided that public order and security are at serious risk.

The sole aim of the aforementioned recording is its use as evidence for the
commitment of crimes before any investigative authority, public prosecution
authority or a court of law. The processing of any other material that is not
necessary for achieving the aforementioned aim for the verification of committed
crimes is prohibited and the relevant material shall be destroyed at the order of
the competent public prosecutor.
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More specifically, providers have to collect personal
data related to identification from current and new sub-
scribers and users. As far as the current subscribers are
concerned, this had to be completed by 30 June 2010.
If a subscriber failed to submit their identification data
to the provider by 30 July 2010, then the provider must
proceed with the disconnection of the specific sub-
scriber from the service. Providers have the obligation
to retain the data for up to a year after discontinuation
of the subscription, which should be at no extra cost
to the subscriber.

|dentification data that needs to be collected from the
subscriber includes name, father’s name, place and date
of birth, photocopy of national ID card or passport and
the national taxpayer registration number. The catego-
ries of data are slightly different for subscribers that are
legal entities. Further data needs to be collected for
the identification of the mobile equipment, such as the
IMSI (International Mobile Subscriber Identity) and IMEI
(International Mobile Equipment Identity) numbers, as
well as the time and place (cell-id) of the first activation.
Every SIM (subscriber identity module) card sold has to
be paired with an identified subscriber. The subscrib-
ers are obliged to notify the provider in writing of any
changes of use to the pre-pay mobile phone, such as
loss, theft, or any transfer of the SIM to another person.

Access to the data retained by the provider will be
available only to the law enforcement authorities
according to the law on lawful interception of com-
munications. Currently, according to recent estimates,
there are 13.5 million anonymous pre-pay mobile phone
subscriptions in Greece, of which 9 million are active
connections. Only 5 million are registered (i.e. the sub-
scriber is identified).

3. Amendment of the Greek Penal Code with respect to DNA
analysis and the creation of a database of DNA profiles

Article 200" of the Code of Criminal Procedure was
recently amended as follows (@amendments appear in
italics):

1. “When there are serious indications that an indi-
vidual has committed a felony or a misdemeanour
which is punishable by imprisonment of at least
three months, law enforcement authorities shall
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collect a cellular sample for DNA testing in order
to determine the identity of the offender.”

The analysis is restricted solely to the data necessary
to identify the offender and takes place at a state or
university laboratory.

The accused is entitled to his/her DNA analysis for
his/her own defence.

2. If the aforementioned analysis proves to be conclu-
sive, the result shall be announced to the person to
whom the cell sample belongs, and he or she shall
have the right to ask for a re-analysis. In that case,
the provisions of Articles 204 to 208 shall apply. The
investigating officer or the public prosecutor shall also
have the right to ask for a re-analysis. If the analysis
proves to be negative, the cell sample and the DNA
profile shall be immediately destroyed. If, however,
the analysis proves to be positive, the cell sample
shall be destroyed immediately. Nevertheless, the
DNA profile of the person who is accused of the offence,
shall be kept in a special database maintained by the
Criminal Investigation Department at the Hellenic Police
Headquarters. This data is kept so that it can be used in
the investigation of other offences and shall be destroyed
in all cases after the death of the person involved. The
operation of the database shall be supervised by a deputy
public prosecutor or a chief public prosecutor who is
appointed by the Supreme Judicial Council, in accord-
ance with law, for a two-year term of office.

3. The destruction of the cell sample and DNA profile
referred to in paragraph 2 shall take place in the pres-
ence of the judicial officer who supervises the operation
of the database. The person to whom the cell
sample belongs is asked to be present during the
destruction of his/her sample and he/she may be
accompanied by counsel and a technical expert.”

B. Major case law

Opinion 1/2009 - on the amendment of the Greek data
protection law with respect to the operation of CCTV sys-
tems in public places (see above-mentioned amendment
of Law 2472/1997)

of the Article king Party on Data Protection
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Having considered the Constitution, the European

Convention on Human Rights (ECHR), and Convention

108 of the Council of Europe, and having carried out a

comparative overview of the relevant law in other EU

Member States, the Hellenic Data Protection Authority

issued the opinion that:

-+ The provision in question practically excludes the
operation of the devices of sound/image recording
in public places from the scope of application of L.
2472/97 and from the supervision of the HDPA. In this
sense, the provision does not fulfil the quality require-
ments set by the jurisprudence of the European Court
of Human Rights concerning any law that introduces
restrictions on a fundamental right. More specifically,
the submitted amendment scores low in terms of the
predictability of its consequences, because it does
not specify the conditions and procedure for the data
processing in a way that would provide the subjects of
this data with adequate guarantees against arbitrary
action. Furthermore, from a law-making point of view,
the provision should be part of the law regulating the
public authorities which will act as controllers.

- The general invoking of the protection of public secu-
rity does not fulfil the requirement of specificity. There
should be further clarification of the reason for the
data processing. For example, one such legitimate
formulation of it would be the deterrence of crimes
against life, personal freedom and property. Unless
such aim is specified, it is impossible to verify whether
the principle of proportionality (as formulated within
the Greek Constitutional System and the ECHR) has
been respected, whether, that is, the specific interven-
tion of public power in private life (video surveillance
of public places) and the restrictions imposed thereby
on the right to personal data protection is necessary
and suitable for achieving its intended purpose.

+ The provision does not specify the criteria of dan-
ger (high crime rate in an area/buildings which may
need special protection) on the basis of which it will
ultimately be decided whether the installation and
operation of CCTVin public spaces is necessary or not.
Consequently, the decision regarding the place and
time of the installation of CCTV is left to the absolute
discretion of the competent authorities. Any such
unlimited discretion, however, exceeds the necessary
measure, which, according to the jurisprudence of
the European Court of Human Rights and the Greek

Council of State, justifies the imposition of restrictions
on human rights. In this particular case, there is a
danger of unlawful infringement not only of Art. 9A
of the Constitution, but also of other constitutional
rights (Art. 2 par. 1,5 par. 1, 11).

- Besides the time limitation for the storage of this data,

there are no specific rules for the collection, storage,
use and further transmission of the data. This omis-
sion raises serious concerns regarding the adequacy
of the amendment in terms of its conformity with the
quality requirements set out by the European Court of
Human Rights regarding the interference to the right
to private life (Art.8 of the ECHR).

There is no provision for the organisational and techni-
cal measures required for the security of the collected
and stored data.

- There is no provision for the effective protection of

the data subjects’ rights which may be infringed upon
by that data processing. Such a safeguard, however,
is part of the very core of the constitutional right
to the protection of personal data. (Art. 9A of the
Constitution).

« It is not clearly defined who the controller of said

data will be. The general reference to the “competent
public authority” does not sufficiently protect the
individual in case of an infringement of the provi-
sion. Furthermore, the provision creates the risk of
a potential conflict of competencies between the
different Authorities involved.

« Thereis no requirement that the installation of CCTV is

grounded upon a prior administrative act. This means
that the judicial review of any such installation cannot
be very effective. The only thing that the offended
individuals (those whose data has been registered
even though they have not been involved in any
criminal activity) can dois file a lawsuit for compensa-
tion against the state.

Last but not least, the exclusion of a wide and sensitive
sector of state action from the scope of competence
of the HDPA infringes the very core of Art. 9A of the
Constitution and it could be argued that it is not
consistent with Art. 8 par. 2 of the ECHR as this has
been interpreted by the European Court of Human
Rights. The wording of Articles 9A and 101A of the
Constitution, as well as the Parliament’s discussion
relating to the adoption of these provisions in 2001,
indicate that the lawmaker conceived the set-up and
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operation of the DPA as a necessary institutional war-
ranty for the protection of personal data. The need to
set up anindependent authority with all the necessary
technical know-how stems from the fact that the
rapidly evolving IT developments pose a threat to
the protection of privacy. Hence, the supervision of
the HDPA in the area of data processing in the public
and in the private sector is part of the very core of the
fundamental right to informational self-determination.

In conclusion, the amendment is merely excluding the
operation of the devices of sound/image recording in
public places from the scope of application of L. 2472/97
and from the competence of the HDPA and, therefore, it
does not conform to Article 9A of the Constitution and
Article 8 of the ECHR.

Opinion 2/2009 - on the amendment of the Penal Code with
respect to DNA analysis and the creation of a database of
DNA profiles

The main observations are as follows:

- Although the amendment has some positive features,
it does not meet all the qualitative ones required for
establishing the human right to the protection of
personal data, especially in the case of DNA profiles
used for the purpose of crime detection.

- In order to observe the principle of proportional-
ity, especially its aspect of necessity, it should be
stipulated in the law that genetic analysis shall only
be permitted if there is no other means of evidence
capable of identifying the offender.

- The list of offences in relation to which the use of DNA
profiles as part of the investigation is permitted has
been expanded, and now includes all felonies and
misdemeanours which are punishable by a prison
sentence of at least three months.

- Itis necessary to differentiate, based on qualitative
criteria, between the investigation of an actual cur-
rent offence and the future investigation of other
offences (the latter shall be enabled by the set-up of
a DNA profiles database). In order to limit the use of
DNA profiles with a view to ensuring the principle of
proportionality, the legislator should consider either
limiting the list of offences to felonies for the actual
and future investigation or b) permit the use of DNA
profiles for the actual investigation of all felonies and
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misdemeanours. However, in the case of storage of
DNA profiles for future use, this should only be per-
mitted for the investigation of very serious offences
e.g.felonies and/or offences that violate specific legal
interests, for instance sexual freedom (even though
the latter may fall under the category of misdemean-
ours). Should the second solution be preferred, every
in concreto judgment should be based not only on
the severity of the offence, but also on other criteria
concerning the offender himself (previous life, per-
sonality, etc.), which may establish the likelihood that
he will re-offend (negative prognosis).

The amendment does not make any distinction
regarding the storage of DNA profiles of convicted and
acquitted persons, or adults and minors. Moreover,
such storage may last for an unlimited period of time
(the only time limit is the death of the suspect). The
above-mentioned problems can be addressed as
follows: a) the DNA profiles of those who have been
irrevocably acquitted for whatever reason should be
removed from the database of DNA profiles; b) the
DNA profiles of those who have been irrevocably
convicted may only be stored for a limited period
of time after their sentence has been served; c) the
DNA profiles of minors below the age of 13 to whom
only reformative and rehabilitation measures may
apply, shall not be stored; and d) the DNA profiles of
minors over the age of 13 who have been irrevocably
convicted may be stored for a specific period of time,
significantly shorter than that applicable to adults.

- There is no protection of unidentified DNA profiles.
- As far as the database of DNA profiles is concerned,

a law or presidential decree relating to the powers
and the structure of the Hellenic Police should make
provisions, among other things, for the following:
a) the aim of the transfer and online access to DNA
profiles, which should coincide with the aim for which
the initial storage is allowed; b) the public authorities
that have access to the database or to which transfer
is allowed; c) the rights of access and objection of
the data subjects, including the obligation of the
data controller to inform the data subjects about
the operation of the database and that their profiles
will be stored in said database; d) the deletion and
blocking procedures that are in place in those cases
in which the data is not deleted; e) the appropriate
measures for the security of the database, prevention

of the Article orking Party on Data Protection
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of non-authorized access, modification and transfer
of the data, and monitoring of every intervention.

« The amendment repeals the role of the judicial council
as a procedural safeguard for the obtaining and analy-
sis of cell samples and, in doing so, downgrades this
process to a simple act of investigation. Since, however,
obtaining (and analysing) a cell sample constitutes a
particularly invasive interference which requires the
clarification and specification of vague legal concepts
(i.e. serious indications, negative prognosis), a judicial
guarantee should be provided for either by a judicial
council decision or at least by a prosecutor’s order that
has specifically been issued for this reason.

- The database of DNA profiles should be supervised by
adeputy public prosecutor or a chief public prosecu-
tor. The public prosecutor undoubtedly constitutes
an additional institutional guarantee. If, however, this
were to be considered as an alternative to the super-
vision exercised by the Data Protection Authority,
this would go against the core of Article 9A of the
Constitution, which clearly stipulates that the DPA
provides an institutional guarantee of the human
right to personal data protection.

In conclusion, the amendment should be modified
along the lines of the above observations in order to
be fully harmonised with the requirements of Article 9A
of the Greek Constitution and Article 8 of the European
Convention of Human Rights.

Decision 75/2009-on the creation of a database containing
the practising members of the Athens Medlical Association,
accessible on the web

+ In the case in question, the request of a company
concerned the collection of the personal data of prac-
tising members of the Medical Association from the
website of the association (which is a public body) in
order to create a new web portal with the purpose of
providing individuals with a simplified search to find
doctors according to their speciality and geographic
categories, as well as other additional criteria (e.g. doc-
tors contracted to specific health funds). The members
of the Medical Association were notified before the
disclosure of their data to third persons or on the
website of the Association, so that their data could be
disclosed for purposes such as informing the public

and promoting scientific collaboration, and they have
been given the right to object.

The Hellenic DPA decided that the secondary process-
ing purpose is different from the primary one (register
of doctors to inform the general public, to aid scientific
collaboration, etc) but not incompatible, provided
that the creation and operation of the new enriched
database is similarly intended to inform the public.

« The re-use of public sector information for the pur-
pose of commercial exploitation is already permitted
and is not deemed incompatible with the primary
purpose for which the public document was drawn
up. However, the legitimate interests of the data sub-
jects, who have communicated their personal data
for a specific purpose and do not expect them to
be used for a different purpose not directly related
to the primary one, as is the case of the secondary
purpose of commercial exploitation, should be suf-
ficiently protected. The provisions of Law 3448/2006
on the re-use of public sector information, which
incorporates into national law the European Directive
2003/98/EC on the re-use of public sector information,
also apply to the re-use of information that is derived
from publicly accessible sources, since in this case the
derived information is still “in the possession” of the
data controller.

The processing by the company is lawful under the
following conditions: the data subjects are previously
informed in writing and granted the right to object
to the processing. The processing should be without
economic costs for the data subjects and their names
should appear in alphabetical order.

Decision 83/2009 — on the collection, use and trading of
electronic communications data and other data

Following a significant number of complaints, the
Hellenic DPA carried out an inspection at the premises
of a company that provided a product called “Hellas
Navigator — Golden Customer Lists”. The HDPA imposed
administrative sanctions for:

- Email harvesting and the selling of email addresses.
The company was using larbin web crawler (initially
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