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INTRODUCTION
In order to facilitate the use of Binding Corporate Rules for Processors (BCR-P) by a
corporate group or a group of enterprises engaged in a joint economic activity for
international transfers from organisations established in the EU to organisations within the
same group established outside the EU, the Article 29 Working Party (WP29) has amended
the Working Document 195 (which was adopted in 2012) setting up a table with the elements
and principles to be found in Binding Corporate Rules in order to reflect the requirements
referring to BCRs now expressly set out in Regulation (EU) 2016/679 of the European
Parliament and of the Council of 27 April 2016 on the protection of natural persons with
regard to the processing of personal data and on the free movement of such data, and
repealing Directive 95/46/EC (General Data Protection Regulation / GDPR).
It should be recalled that BCR-P apply to data received from a controller established in the
EU which is not a member of the group and then processed by the group members as
processors and/or sub processors; whereas BCRs for Controllers (BCR-C) are suitable for
framing transfers of personal data from controllers established in the EU to other controllers
or to processors established outside the EU within the same group. Hence the obligations set
out in the BCR-P apply in relation to third party personal data that are processed by a member
of the group as a processor according to the instructions from a non-group controller.
According to Article 28.3 of the GDPR, a contract or another legal act under Union or
Member State law that is binding on the processor with regard to the controller must be
implemented between the controller and the processor. Such a contract or other legal act will
be referred here as the “service agreement”..
Taking into account that Article 47.2 of the GDPR lists a minimum set of elements to be
contained within a BCR, this amended table is meant to:
-

Adjust the wording of the previous referential so as to bring it in line with Article 47
GDPR,

-

Clarify the necessary content of a BCR as stated in Article 47 and in document WP
2041 adopted by the WP29 within the framework of the Directive 95/46/EC,

-

Make the distinction between what must be included in BCRs and what must be
presented to the competent Supervisory Authority in the BCRs application (document
WP 195a2), and

-

Provide explanations/comments on each of the requirements.

Article 47 of the GDPR is clearly modelled on the Working documents relating to BCRs
adopted by the WP29. However, it specifies some new elements that need to be taken into
account when updating already existing approved BCRs or adopting new sets of BCRs so as
to ensure their compatibility with the new framework established by the GDPR.
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Working Document WP204: Explanatory Document on the Processor Binding Corporate Rules, as last revised
and adopted on 22 May 2015
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Working Document WP 195a: Recommendation 1/2012 on the Standard Application form for Approval of
Binding Corporate Rules for the Transfer of Personal Data for Processing Activities, adopted on 17 September
2012
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1. New elements
In this perspective, the WP29 would like to draw attention in particular to the following
elements:
-

Scope of application: The BCRs shall specify the structure and contact details of the
group of undertakings or group of enterprises engaged in a joint economic activity and
of each of its members (Art. 47.2.a GDPR). The BCRs must also provide its material
scope, for instance the data transfers or set of transfers, including the categories of
personal data, the type of processing and its purposes, the types of data subjects
affected and the identification of the third country or countries (Art. 47.2.b GDPR);

-

Third party beneficiary rights: Data subjects should be able to enforce the BCRs as
third party beneficiaries directly against the processor where the requirements at stake
are specifically directed to processors in accordance with the GDPR (Art. 28, 29, 79
GDPR);

-

Right to lodge a complaint: Data subjects should be given the right to bring their
claim, at their choice, either before the Supervisory Authority (‘SA’) in the Member
State of his habitual residence, place of work or place of the alleged infringement
(Art.77 GDPR) or before the competent court of the EU Member States (choice for the
data subject to act before the courts where the data exporter has an establishment or
where the data subject has his or her habitual residence (Article 79 GDPR);

-

Data Protection principles: Along with the obligations arising from principles of
transparency, fairness, lawfulness, purpose limitation, data quality, security, the BCRs
should also explain how other requirements, such as, in particular, in relation to data
subjects rights, sub-processing and onward transfers to entities not bound by the BCRs
will be observed by the processor;

-

Accountability: Processors will have an obligation to make available to the controller
all information necessary to demonstrate compliance with their obligations including
through audits and inspections conducted by the Controller or an auditor mandated by
the Controller (Art. 28-3-h GDPR);

-

Service Agreement: The Service Agreement between the Controller and the Processor
must contain all required elements as provided by Article 28 of the GDPR.

2. Amendments of already adopted BCRs
While in accordance with article 46-5 of the GDPR, authorisations by a Member State or
supervisory authority made on the basis of Article 26(2) of Directive 95/46/EC will remain
valid until amended, replaced or repealed, if necessary, by that supervisory authority, groups
with approved BCRs should, in preparing to the GDPR, bring their BCRs in line with GDPR
requirements.
This document aims also to assist those groups with approved BCRs in implementing the
relevant changes to bring them in line with the GDPR. To this end, these groups are invited to
notify the relevant changes to their BCRs as part of their obligation (under 5.1 of WP195) to
all group members and to the DPAs via the Lead DPA under their annual update as of 25 May
2018. Such updated BCRs can be used without having to apply for a new authorization or
approval from the DPAs.
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Taking into account the above, the DPAs reserve their right to exercise their powers under
article 46-5 of the GDPR.
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II. COMMITMENTS TO BE TAKEN IN THE SERVICE LEVEL AGREEMENT

The BCRs for Processors shall unambiguously be linked to the Service Level Agreement signed with each Client. To that extent, it is important to make sure in the Service
Level Agreement, which must contain all required elements provided by Article 28 of the GDPR, that:
 BCRs will be made enforceable for the Controller (Client) through a specific reference to it in the SLA (as an annex).
 The Controller shall commit that if the transfer involves special categories of data the Data Subject has been informed or will be informed before the transfer that his data
could be transmitted to a third country not providing adequate protection;
 The Controller shall also commit to inform the data subject about the existence of processors based outside of EU and of the BCRs. The Controller shall make available to
the Data Subjects upon request a copy of the BCRs and of the service agreement (without any sensitive and confidential commercial information);
 Clear confidentiality and security measures are described or referred with an electronic link;
 A clear description of the instructions and the data processing;
 The service agreement will specify if data may be sub-processed inside of the Group or outside of the group and will specify if the prior authorization to it expressed by
the controller is general or needs to be given specifically for each new sub-processing activities.
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